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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF OREGON

PORTLAND DIVISION

UNITED STATES OF AMERICA, CR No. 3:16-cr-00061-MO

Plaintiff, DEFENDANT’S MOTION TO
COMPEL NOTICE OF

V. SURVEILLANCE AND FOR
PRODUCTION OF RELATED
JOSEPH O’SHAUGHNESSY, DISCOVERY
Defendant. ORAL ARGUMENT REQUESTED

The defendant, Joseph O’Shaughnessy, through counsel, moves the government for
notice of surveillance and for production of discovery related to surveillance in accordance with
Federal Rule of Criminal Procedure 16, 18 U.S.C. § 3504, and the United States Constitution,
amend. IV, V & VI. This motion relies on the argument and authorities set forth in the

accompanying Memorandum In Support, filed herewith.
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Statement Of Conferral
The defense has conferred with the government regarding the contents of this motion.
On May 11, 2016, I received a letter stating that the government opposes the motion.
Respectfully submitted on May 11, 2016.
/s/ Amy Bagoio
Amy Baggio, #011920

503-222-9830
Attorney for Defendant O’Shaughnessy
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Amy Baggio, OSB #011920
amy@baggiolaw.com
Baggio Law

621 SW Morrison, Suite 1025
Portland, OR 97205

Tel: (503) 222-9830

Fax: (503) 274-8575

Attorney for Defendant

IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF OREGON

PORTLAND DIVISION
UNITED STATES OF AMERICA, CR No. 3:16-cr-00061-MO
Plaintiff,
DEFENDANT’S MEMORANDUM IN
V. SUPPORT OF MOTION TO COMPEL
NOTICE OF SURVEILLANCE AND
JOSEPH O’SHAUGHNESSY, FOR PRODUCTION OF RELATED
DISCOVERY
Defendant.
I. Introduction

Joseph O’Shaughnessy and twenty-five other defendants are charged in the District of
Oregon in relation to a protest at the Malheur National Wildlife Refuge (MNWR) in early 2016.
The nature of the case has been set forth in numerous documents to this Court and will not be
repeated here. With this motion, Defendant O’Shaughnessy provides the legal and factual basis

for his request that the Court direct the government (1) to provide notice of its use of Executive
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Order 12333 — whether for gathering intelligence or to obtain evidence for use in this criminal
prosecution, and (2) to delineate the fruits of any such surveillance. This motion also requests
that in order to ensure proper notice is given, the Court direct USAO to inquire, and
investigating agencies to disclose, any use of EO12333 in investigating these defendants. As
examined herein, this request is based important, emerging questions raised by a number of
former Executive Branch officials and public organizations giving rise to concerns about the
lawtulness of the Executive Branch’s use of EO12333 to seize and search communications and
over subsequent use of that evidence — either directly or indirectly — in criminal cases. Such
notice is proper under 18 U.S.C. {3504 and necessary to allow the defendants to enforce and
protect their rights under the Fourth, Fifth, and Sixth Amendments.
II.  Request For Notice Of Surveillance & Seizures

Defendants are entitled to know how the government monitored their communications
and activities, and then to test—in an adversarial proceeding—whether the government’s
evidence is derived from that surveillance. Unzted States v. U.S. District Court (Keith), 407 U.S. 297
(1972); Alderman v. United States, 394 U.S. 165 (1969). More specifically, upon a claim by
defendants that either direct or derivative evidence was the subject of an unlawful seizure, the
government must confirm or deny the existence of that purported unlawful seizure:

(a) In any trial, hearing, or other proceeding in or before any court, grand jury,
department, officer, agency, regulatory body, or other authority of the United States—

(1) upon a claim by a party aggrieved that evidence is inadmissible because it is the
primary product of an unlawful act or because it was obtained by the exploitation of an
unlawful act, the opponent of the claim shall affirm or deny the occurrence of the alleged
unlawful act;
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18 U.S.C. § 3504. Most cases regarding §3504 practice and procedure exist in the context of
grand jury proceedings; however, case law suggests that in order to compel the government to
respond to a § 3504 request for notice, the defendant must provide some evidence as to the basis
for the claim that illegal seizures have taken place. United States v. Alter, 482 F.2d 1016, 1025-26
(9" Cir. 1973). Once the defendant’s burden is met, the government must “affirm or deny” the
existence of illegal electronic or other surveillance. Id. In accordance with defendants’ initial
burden to establish the likelihood of illegal seizures, Mr. O’Shaughnessy offers a Factual Basis,
set forth in Section II1, znfra.

Before proceeding to the factual basis, however, defendants note that the government
may attempt to avoid disclosure of such techniques through the process of “parallel

(113

construction.” As recently described by Human Rights Watch, ““parallel construction,” ...
involves creating an alternative explanation for how the authorities discovered a certain fact (and
thereby hiding the true origins of warrantless evidence from defendants and judges)”. Human
Rights Watch, Dispatches: US Surveillance Court Opinion Shows Harm to Rights (22 Apr. 2016)
(describing government “use” of data seized under {702 FISA in the investigations of “any
federal crime” but noting apparent policy of non-disclosure to criminal defendants).! See also
Shiffman & Cooke, Exclusive: U.S. directs agents to cover up program used to investigate Americans,

Reuters (8 Aug. 2013) (“federal agents are trained to ‘recreate’ the investigative trail to effectively

cover up where the information originated....”).” Similarly, the FBI appears to have an inernal

'Available at https://www.hrw.org/print/289188 Jast visited 10 May 2016.

2 Available at http:/ /www.reuters.com/article /us-dea-sod-idUSBRE97409R 20130805 /ast visited
10 May 2016.

Page3 DEFENDANT’S MEMORANDUM IN SUPPORT OF MOTION TO COMPEL NOTICE OF
SURVEILLANCE AND FOR PRODUCTION OF RELATED DISCOVERY



Case 3:16-cr-00051-BR  Document 545-1 Filed 05/11/16 Page 4 of 16

policy against disclosing surveillance techniques to prosecutors in order to avoid potential
disclosure to the Court or criminal defense attorneys. B. Heath, FBI warned agents not to share tech
secrets with prosecutors, USA TODAY (20 Apr. 2016).”> As quoted in the article, a former head of the
FBI’s Minneapolis Field Office said of the FBI non-disclosure policy: ““The point is that there’s
usually no need for the case agents or the prosecutors to know how something was done.” Id.
Such a policy emphasizes the need for Court intervention to address the problem of parallel
construction and to assure proper disclosures. Accordingly, Mr. O’Shaughnessy requests that
the Court direct the USAO to inquire, and the FBI/other involved agencies to fully disclose,
whether EO12333 was used directly or indirectly against these defendants.
ITI.  Factual Basis For This Motion

Joseph O’Shaughnessy is no terrorist. However, government disclosures in this case
establish that some elements of our government consider him and other individuals involved
in the MNWR protest to be “domestic terrorists.” EO12333 (described below) is a major tool
used by the Executive Branch to investigate threats to national security. Accordingly, defendant
moves for this request for notice and discovery.

In addition to the specific information in this case, public disclosures regarding the
government’s use of EO12333 to seize American citizens’ communications and related rules that
require sharing of that information with other agencies for use in criminal investigations further

underlie this request for notice and discovery.

3http: / /www.usatoday.com/story/news/2016/04/20/ fbi-memos-sutveillance-secrecy /83280968 / last
visited 29 Apr. 2010.
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A. Evidence That The Government Considers These Defendants
“Domestic Terrorists”

1. The Bunkerville Incident, April 2014

In April of 2014, Cliven Bundy was in the thick of a dispute with the Bureau of Land
Management (BLM) over the impounding of his cattle for unpaid grazing fees. Bundy
supporters gathered in Bunkerville, Nevada to protest what they believed were unlawful actions
by the BLM. Mr. O’Shaughnessy, who had never met Mr. Bundy, viewed online reports* that
purported to show BLM employees throwing a 57 year-old woman to the ground and releasing
a police dog on a pregnant woman during the protests. After seeing the video, Mr.
O’Shaughnessy went to Bunkerville over concerns about the BLM’s use of excessive force on
protesters. He was present on April 14, 2016, during what has been referred to as “the standoff”
between Bundy supporters and the BLM (hereafter “Bunkerville incident™).

On April 18, 2014, Senator Harry Reid called Mr. Bundy’s supporters “domestic
terrorists.”® He repeated this claim in April of 2016 when he referred to the MNWR occupation

as a “particular episode of domestic terrorism [that] has roots in Nevada.” Reid, We Must Protect

See, e, http:/ /www.infowars.com/feds-assault-cancer-victim-pregnant-woman-in-clash-
with-bundy-suppotters/, last visited 1 May 2016.

*Mr. O’Shaughnessy currently faces federal criminal charges in the District of Nevada in relation
to the Bunkerville incident. D. Nev. Case 2:16-cr-00046.

§¢¢ Fox News, Megyn Kelly, 4/18/2014, available at
https://www.youtube.com/watch?>v=NV]y3CBdZYY&nohtml5=False, last visited 04/08/2016.
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Nevada’s Gold Butte, Lands Across America (April 7,2016).” These public statements provide proof
that government officials such as Senator Harry Reid, Senate Democratic Leader and member
of the Senate Select Committee on Intelligence, consider people associated with the MNWR
protest “domestic terrorists.”

2. Discovery References To “Domestic Terrorism”

Review of the initial 24,500 pages of discovery reveals multiple law-enforcement
references that suggest the citizens charged in this case have been labeled “domestic terrorists.”
For example, 17 of the charged defendants have a note in their NCIC printouts from the
Terrorist Screening Center (TSC) that each is “an individual identified as having possible ties
with terrorism.” (See Bates starting pages MNWR_0004672, 4792, 4773, 46606, 4864, 4841, 4882,
4782, 4678, 4768, 4857, 4915, 4909, 4752, 4729, 4706, 4893.)°

Also in discovery is an application submitted under the All Writs Act in support of a
“block and control service” for five phones used during the final days of the MNWR
occupation. The application includes an allegation that the officer is submitting the request

because he has probable cause that the users of the phones have committed a federal crime of

terrorism, specifically citing 18 U.S.C. § 2332b(g)(5). (MNWR_0003454.)

"THarry Reid press release, 4/06/2016, available at
http:/ /www.reid.senate.gov/press_releases/2016-04-07-reid-we-must-protect-nevadas-gold-butte-la
nds-across-america#.VxzeA-L2brc, last visited 04/24/2016.

*Bates number references are provided to assist the government locating referenced discovery
materials. The defendant does not expect the contents of these reports to be in dispute; therefore, the
reports themselves have not been introduced as exhibits. Should the government claim the reports are
not as described in this Memorandum, the defense will seek leave to supplement the record with the
reports themselves.
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With specific regard to Mr. O’Shaughnessy, discovery materials include his “NCIC
Interstate Identification Index.” (MNWR_0004825.) Included with this report, which
documents Mr. O’Shaughnessy’s criminal history as being limited to two prior misdemeanors,
is a section marked “Caution Information” which reads: “Caution CONTACT TERRORIST
SCREENING CENTER PHONE ....”

The FBI’s Search Warrants executed at the MNWR in February 2016 and related
property reports describe the matter as “Domestic Terrorism — Militia Extremism.”
(MNWR_0001914, 2866, 4039.) Similarly, the FBI file numbers on the 302 reports designate
the investigation of the defendants as “266T”, which refers to “Acts of Terrorism in the United
States - Domestic Terrorists” and/or “100T” which refers to “Domestic Security.”

The existence of these references in discovery establishes that the government has
categorized the defendants as “domestic terrorists” and therefore, as analyzed below, the
government may have directly used EO12333 to address “threats to national security” and may
be withholding notice of such surveillance activities based on the flawed belief that if the
government does not intend to use the fruits of the surveillance against the defendants, then the
government need not disclose the surveillance. Even beyond these concerns specific to the case,
however, broader concerns exist based on public disclosures regarding how the government is
using EO12333 to gather information as to all Americans, and querying and sharing that
information as relevant to ongoing criminal investigations.

B. Publicly Disclosed Information Giving Rise To Concerns Regarding The

Federal Government’s Pattern And Practice Of Seizing Americans’
Communications
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Public disclosures over the past few years have unveiled a wide array of tools used by the

government in national security investigations, including Executive Order 12333.
1. Executive Order 12333

EO12333, first enacted in 1981 by President Reagan, delineates the various roles and
powers of intelligence agencies, including the Federal Bureau of Investigation (FBI), Department
of Homeland Security (DHS), the National Security Agency (NSA), and many others. EO12333
has been amended three times since its original enactment: in 2003, 2004, and 2008. See Exec.
Order No. 12333, {§ 1.4, 2.1-2.5, 3 CFR 202, 210-212 (1981), reprinted as amended, note
tollowing 50 U.S.C. § 401, pp. 543, 547-548. A complete copy of EO12333 is provided as
Exhibit A.

EO12333 Part 1 sets out the goals, directions, and duties of the various agencies,
including a statement that special emphasis is to be placed in “detecting and countering”
“[t]hreats to the [U.S.] and its interests from terrorism.” (EO12333, Part 1, §1.1(d)(2)).
EO12333 Part II authorizes the intelligence agencies to create policies and procedures to
accomplish the EO12333 objectives absent court involvement. EO12333 permits collection,
retention, and dissemination of information concerning U.S. persons that is “incidentally
obtained” if said information “may indicate involvement in activities that may violated Federal,
state, local, or foreign laws.” EO12333, Part 2, §2.3(1).

Indescribing EO12333, a former State Department employee stated: “Americans should

be even more concerned about the collection and storage of their communications under
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Executive Order 12333 than under Section 215 [of the Foreign Intelligence Surveillance Act].”
John Napier Tye, Meet Executive Order 12333: The Reagan rule that lets the NS A spy on Americans,
WASHINGTON PoOST (July 18, 2014) (Exhibit B).” As further explained by Mr. Tye, Executive

Order 12333:

authorizes collection of the content of communications, not just metadata, even
for U.S. persons. Such persons cannot be individually targeted under 12333
without a court order. However, if the contents of a U.S. person’s
communications are “incidentally” collected (an NSA term of art) in the course
of a lawful overseas foreign intelligence investigation, then Section 2.3(c) of the
executive order explicitly authorizes their retention. It does not require that the
affected U.S. persons be suspected of wrongdoing and places no limits on the
volume of communications by U.S. persons that may be collected and retained.

Exhibit B at 2. In terms of “incidental collection,” Mr. Tye explained:

Alegal regime in which U.S. citizens’ data receives different levels of privacy and
oversight, depending on whether it is collected inside or outside U.S. borders,
may have made sense when most communications by U.S. persons stayed inside
the United States. But today, U.S. communications increasingly travel across U.S.
borders — or are stored beyond them. For example, the Google and Yahoo
e-mail systems rely on networks of “mirror” servers located throughout the
wortld. An e-mail from New York to New Jersey is likely to wind up on servers
in Brazil, Japan and Britain. The same is true for most purely domestic
communications.

Executive Order 12333 contains nothing to prevent the NSA from collecting and
storing all such communications — content as well as metadata — provided that
such collection occurs outside the United States in the course of a lawful foreign
intelligence investigation. No warrant or court approval is required, and such
collection never need be reported to Congtress.

Exhibit B, Meet Excecutive Order 12333, at 3.

’For ease in reference, primary articles cited in this Memorandum are provided as exhibits.
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It further appears that the government may have stored this information in a central
database, available for subsequent querying by any law enforcement or intelligence agent with
access. Aaron Mamiit, Meet ICReach, the NSA Google-like surveillance search engine, TECH TIMES
(Aug. 26, 2014) (Exhibit C) (23 agencies, including FBI, access database with “records
amounting to 850 billion of phone calls, cellphone locations, emails and internet chat
messages”). As concluded by Mr. Tye: “I don’t believe that there is any valid interpretation of
the Fourth Amendment that could permit the government to collect and store a large portion
of U.S. citizens’ online communications, without any court or congressional oversight, and
without any suspicion of wrongdoing.” Exhibit B at 5. Such collection and dissemination of
private, personal information absent a warrant cannot possibly comport with the United States
Constitution.

The NEW YORK TIMES recently reported that the Executive Branch is currently revising
internal rules to allow law enforcement agencies direct access to seized data, rather than
requiring the NSA to initially filter the raw data before it is shared with other agencies. Savage,
Obama Administration Set To Expand Sharing Of Data That NS A Intercepts NEW YORK TIMES (25
Feb. 2016) (Exhibit D). See also Davis, Coalition opposes allowing NS A to share surveillance data (8
Apr. 2016) (describing petition to prevent changes to EO12333 that would further permit
sharing of raw data) (Exhibit E; including referenced petition). These actions on the part of the
Executive Branch provide further proof of the need for this Court’s independent consideration

of the lawfulness of their investigative methods.
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In March of 2016, the Brennan Center for Justice released a report entitled Overseas
Surveillance in an Interconnected World " that raised similar concerns over how the Executive Branch
uses EO12333. The authors laid out several questions relevant to the government’s investigation
in Mr. O’Shaughnessy’s case:

— ...Which agencies other than the collecting agency have access to EO 12333 data?

— ...Are there any criminal cases ... where the government has relied on evidence

(a) directly obtained or (b) derived from EO 12333 surveillance? ....

— ...Under what circumstances, if at all, are criminal defendants and other parties to
legal proceedings notified when information obtained or derived through EO
12333 activities is used against them?

Ouverseas Surveillance In An Interconnected World at 37. Mr. O’Shaughnessy shares these questions

and concerns, and accordingly seeks the notice and discovery sought in this motion.

2. The Attorney General’s Guidelines For Domestic FBI Operations
Establish The Use Of EO12333-Seized Data In Criminal
Investigations

“The Attorney General’s Guidelines For Domestic FBI Operations” (dated 29 Sep. 2008)
state that they “do not require that the FBI’s information gathering activities be differentially
labeled as ‘criminal investigations,” ‘national security investigations,” and ‘foreign intelligence
investigations” because “all of the FBI’s legal authorities are available for deploymentin all cases
to which they apply to protect the public from crimes and threats to the national security....”

Exhibit F (FBI Guidelines) at 7. Thus, according to the FBI’s own guidelines, information

'"“The Brennan Center for Justice report is available at
https://www.brennancenter.org/sites/default/files/publications/Overseas_Surveillance_in_an_Int
erconnected_World.pdf, last visited 24 Apr. 2016.
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seized as “intelligence” is available to agents investigating crime. Moreover, in describing the
FBI’s authority to investigate “threats to national security,” the Domestic Operations manual
invokes EO12333 as a source available to agents. Exhibit I at 7-8.

The analysis of EO12333 combined with the specific references in the FBI Guidelines
document how the government is likely using “incidentally seized” communications by the
defendants and perhaps surveilling the defendants directly as “national security threats.” As such,
the defendants have established a record as to the likelihood that national security surveillance
was used by the government in this case, as well as outlining important constitutional questions
as to the lawfulness of the government’s searches and seizures of data and communications
under EO12333. Based on this showing, the defendant hereby officially requests notice of
surveillance conducted pursuant to EO12333.

IV. The Keith Case Squarely Controls The Question Of Whether Notice And
Disclosure Of Intelligence-Related Seizures Is Required

In Keith, supra, the Supreme Court provided a comprehensive and eerily relevant outlining
of tensions between national security “intelligence-gathering” investigations and Fourth
Amendment guarantees. The defendants in Ke:i#h requested notice of electronic surveillance to
determine whether the initial information seized tainted subsequent evidence the government
intended to offer against the defendants at trial. 407 U.S. at 300. The government responded
with an ex parte affidavit of the Attorney General disclosing government surveillance, but
claiming any such surveillance was exempted from Fourth Amendment scrutiny because the

surveillance related to the Executive Branch’s investigation of possible domestic threats to

Page12 DEFENDANT’S MEMORANDUM IN SUPPORT OF MOTION TO COMPEL NOTICE OF
SURVEILLANCE AND FOR PRODUCTION OF RELATED DISCOVERY



Case 3:16-cr-00051-BR  Document 545-1 Filed 05/11/16 Page 13 of 16

national security. Id. at 300-01. After recognizing the immense responsibility of the Executive
Branch to maintain the safety and stability of our nation, the Court explained:

National security cases, moreover, often reflect a convergence of Firstand Fourth
Amendment values not present in cases of “ordinary” crime. Though the
investigative duty of the executive may be stronger in such cases, so also is there
greater jeopardy to constitutionally protected speech. History abundantly
documents the tendency of Government—however benevolent and benign its
motives—to view with suspicion those who most fervently dispute its policies.
Fourth Amendment protections become the more necessary when the targets of
official surveillance may be those suspected of unorthodoxy in their political
beliefs. The danger to political dissent is acute where the Government attempts
to act under so vague a concept as the power to protect “domestic security.”
Given the difficulty of defining the domestic security interest, the danger of abuse
in acting to protect that interest becomes apparent. Senator Hart addressed this
dilemma in the floor debate on s 2511(3):

“As I read it—and this is my fear—we are saying that the
President, on his motion, could declare—name your favorite
poison—draft dodgers, Black Muslims, the Ku Klux Klan, or civil
rights activists to be a clear and present danger to the structure or
existence of the Government.”

The price of lawful public dissent must not be a dread of subjection to an
unchecked surveillance power. Nor must the fear of unauthorized official
eavesdropping deter vigorous citizen dissent and discussion of Government
action in private conversation. For private dissent, no less than open public
discourse, is essential to our free society.
Id. at 313-14. In refusing to adopt an exception to the warrant requirement for surveillance
“directed primarily to the collecting and maintaining of intelligence with respect to subversive
forces, and ... not an attempt to gather evidence for specific criminal prosecutions”, the Court
explained:
These Fourth Amendment freedoms [from searches and seizures absenta finding

of probable cause by a neutral and detached magistrate] cannot properly be
guaranteed if domestic security surveillances may be conducted solely within the
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discretion of the Executive Branch. The Fourth Amendment does not
contemplate the executive officers of Government as neutral and disinterested
magistrates. Their duty and responsibility are to enforce the laws, to investigate,
and to prosecute. Karz v. United States, [389 U.S. 347, 515-16 (1967)](Douglas, J.,
concurring). But those charged with this investigative and prosecutorial duty
should not be the sole judges of when to utilize constitutionally sensitive means
in pursuing their tasks. The historical judgment, which the Fourth Amendment
accepts, is that unreviewed executive discretion may yield too readily to pressures
to obtain incriminating evidence and overlook potential invasions of privacy and
protected speech.

407 U.S. at 316-17. The Court concluded:

But we do not think a case has been made for the requested departure from
Fourth Amendment standards. The circumstances described do not justity
complete exemption of domestic security surveillance from prior judicial scrutiny.
Official surveillance, whether its purpose be criminal investigation or ongoing
intelligence gathering, risks infringement of constitutionally protected privacy of
speech. Security surveillances are especially sensitive because of the inherent
vagueness of the domestic security concept, the necessarily broad and continuing
nature of intelligence gathering, and the temptation to utilize such surveillances
to oversee political dissent. We recognize, as we have before, the constitutional
basis of the President’s domestic security role, but we think it must be exercised
in a manner compatible with the Fourth Amendment. In this case we hold that
this requires an appropriate prior warrant procedure.

1d. at 320. See also United States v. Freitas, 800 F.2d 1451, 1455-57 (9™ Cir. 1986) (“‘surreptitious
entry” warrant which allowed officers to enter and observe, but take nothing, subject to Fed. R.
Crim. P. 41 notice requirement “because surreptitious searches and seizures of intangibles strike
at the very heart of the interests protected by the Fourth Amendment.”).

If the government has a huge vat of communications, data, and metadata that it seized
— directly or indirectly — from U.S. Citizens without their knowledge or consent and without a
warrant, and 7f the government is querying that data to further its investigations — whether for

use in mere intelligence, or to develop evidence for use in trial — then the defendants have a per
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seright under Keith to know about those seizures and challenge the lawfulness of the government
surveillance techniques.  Moreover, considering the constitutionally suspect method of
wholesale seizures of information for which U.S. citizens have a reaonable expectation of
privacy, notice and disclosure is required under Brady v. Maryland because such practices are
relevant to motions to suppress and therefore critical to the notion of due process and a fair trial.
See United States v. Gamez-Orduno, 235 F.3d 453 (9™ Cir. 2000) (“The suppression of material
evidence helpful to the accused, whether at trial or on a motion to suppress, violates due process
if there is a reasonable probability that, had the evidence been disclosed, the result of the
proceeding would have been different.”); Swith v. Black, 904 F.2d 950 (5™ Cir. 1990) vacated on
other grounds 503 U.S. 930 (1992) (due process mandates disclosure of information in the
government’s possession if nondisclosure would “affect[|] the outcome of [a] suppression
hearing”).
V. Conclusion

Undersigned counsel concedes that under currently released documents, it is not clear
whether the FBI considers itself able to engage in direct surveillance of the defendants as
potential “terrorists” under EO12333. However, public disclosures establish that EO12333 has
been used by the NSA to gather huge amounts of data as to all U.S. persons. Public disclosures
further establish that EO12333 and the FBI Guidelines appear to allow for querying of data
seized pursuant to intelligence operations and dissemination of that information to law

enforcement agencies engaged in criminal investigations.
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For each of the foregoing reasons, Mr. O’Shaughnessy respectfully requests that the
Court direct the government to inquire as to all relevant law enforcement agencies whether the
they used EO12333 — either directly or indirectly — in their investigation of these defendants.
Mr. O’Shaughnessy further requests the Court direct the government to provide notice of any
such use of EO12333, as well as a delineation of the fruits of that surveillance. These
disclosures are necessary to enforce Mr. O’Shaughnessy’s exercise of his Fourth, Fifth and Sixth
Amendment rights.

Respectfully submitted on May 11, 2016.

/s/ Amy Bagoio
Amy Baggio, #011920

503-222-9830
Attorney for Defendant O’Shaughnessy

Page16 DEFENDANT’S MEMORANDUM IN SUPPORT OF MOTION TO COMPEL NOTICE OF
SURVEILLANCE AND FOR PRODUCTION OF RELATED DISCOVERY
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Executive Order 12333

United States Intelligence Activities
{(As amended by Executive Orders 13284 (2003), 13355 (2004) and 13470 (2008))

PREAMBLE

Timely, accurate, and insightful informalion about the activilies, capabiliies, plans, and inlentions of foreign
powers, orgamzations, and persons, and their agents, is essential to the national security of the United States. All
reasonable and lawtul means must be used to ensure that the United Stales will receive the best intelligence
possible. For that purpose, by virtue of the authority vested in me by the Constitution and the laws of the United
States of America, including the Mational Security Act of 1947, as amended, (Act) and as President of the United
States of America, in order 1o provide for the effective conduct of United States inleligence activiies and the
protection of constitutional rights, it is hereby ordered as follows:

PART 1 Goals, Directions, Duties, and Responsibilities with Respect to United Stafes Intelligence Efforts

1.1 Goals. The United States intelligence effort shall provide the President, the National Securilty Council, and the
Homeland Security Council with the necessary informalion on which 1o base decisions concerning the development
and conduct of foreign, defense, and economic policies, and the protection of United States national interests from
foreign security threats. All departments and agencies shall cooperate Tully to fulfill this goal.

{a) All means, consislent with applicable Federal law and this order, and with full consideration of the rights of
United States persons, shall be used to obtain refiable inlelligence information to protect the United Siates and its
interests.

(b) The Uniled States Government has a solemn obligation, and shall continue in the conduct of inteligence
activities under this order, to protect fully the legal rights of all United States persons, including freedoms, civil
libarties, and privacy rights guaranteed by Federal law.

(c) Inteligence collection under this order should be guided by the need for information 1o respond to Intelligence
priorities set by the President.

{d) Special emphasis should be given to detacting and countaring:

(1) Espionage and other thraats and aclivities directed by foreign powers or their intelligence services
against the United States and its interests;

(2) Threals to the United Stales and its inferests from terrorism; and

(3) Threats o Ihe United Stales and its inlerests from the development, pessession, proliferation, or use of
weapons of mass destruction.

(e) Special emphasis shall be given to the production of timely, accurale, and insightful reports, responsive lo
decisionmakers in the execulive branch, that draw on all appropriate sources of information, including open source
information, meet rigorous analytic standards, consider diverse analytic viewpoints, and accurately represent
appropriate allernative views.

() Slale, local, and fribal guvernments are crilical pariners in securing and deiending the Unned States from
terrorism and other threats to the United States and its interests. Qur national intelligence effort should take into
account the responsibllities and requirements of State, local, and tribal governments and, as appropriate, privale
seclor entities, when undertaking the collection and dissemination of information and inlelligence to protect the
Uinited States.

(g) All depariments and agencies have a responsibilily to prepare and lo provide inteligence in a manner that
allows the full and free exchange of information, consistent with applicable law and presidential guidance.

1.2 The National Security Council

{a) Purpose. The Mational Security Council (NSC) shall act as the highest ranking executive branch entity that
provides suppor to the President for review of, guidance for, and direction to the conduct of all foreign intelligence,
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programs;

(6) Shall establish common sesurily and access standards for managing and handling intelligence systems,
information, and products, with special emphasis on facilitating:

{A) The fullest and most prompt access 1o and dissemination of information and intelligence
practicable, assigning the highest priority to detecling, preventing, preempting, and gisrupting
terrorist threats and activities against the United States, its interests, and allies; and

(B) The establishment of slandards for an interoperable information sharing enterprize that
facilitates the sharing of intelligence information among elements of the Intalligence Community;

(7) Shall ensure that appropriate departments and agencies have access 1o intelligence and receive the
suppor needed to parform indepandent analysis;

(8) Shall protect, and ensure that programs are developed to protect, Iintelligence sources, methods, and
aclivities from unauthorized disclosure;

(9) Shall, after consultation with the heads of affected depanments and agencles, establish guidelines for
Intelligence Community elements for:

(A) Classification and declassification of all imelligence and intelligence-related information
classified under the authority of the Director or the authorily of the head of a department or
Intelligence Community element; and

(B) Access lo and dissemination of all intelligence and intelligence-related informalion, beoth in its
final form and In the form when initially gathered, to include Intelligence originally classified by the
head of a department or Intelligence Community element, excepl thal access o and dissemination
of information conceming United States persons shall be governed by procedures developed in
accordance wilh Parl 2 of this order;

(10) May, only with respect to Intelligence Community elements, and after consultation with the head of the
originating Intelligence Community element or the haad of the originating depariment, declassify, or diract
the declassification of, information or inteligence ralating 1o intelligence sources, methods, and activities.
The Director may only delegate this authority to the Principal Depuly Director of National Intelligance;

(11) May establish, operate, and direct ona or more national intelligence centers to address intelligence
priorilies;

(12) May establish Functional Managers and Mission Managers, and designate officers or employess of
the United States to serve in these posilions.

{A} Funectional Managers shall report to the Director concerning the execution of their duties as
Functional Managers, and may be charged with developing and implementing strategic guidance,
policies, and procedures for activities related to a specific intelligence discipline or set of
intelligence aclivities; sel tralning and tradecralt standards; and ensure coordination within and
across intelligence disciplines and Intelligence Community elements and with related non-
intelligence activilies, Functional Managers may also advise the Director on: the management of
resources; policies and procedures; collection capabilities and gaps; processing and dissemination
of intelligence; technical architectures; and other issues or activities delermined by the Director.

(i) The Director of the National Security Agency is designated the Functional Manager for
signals intelligence,

(i) The Director of the Central Inlelligence Agency is designated the Functional Manager
for human intelligence; and

(i The Director of the National Geospatial-Inieligence Agency i= designated the
Functional Manager for geospatial intelligence.

(B} Mission Managers shall serve as principal subsiantive advisors on all or specified aspects ot
intelligence related to designaled countries, regions, topics, or functional issues;
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{13} Shall establish unifarm criteria for the determination of relative priorities for the transmission of critical
toreign intelligence, and advise the Secretary of Defense concemning the communications reguirements of
the Intalligance Community for the transmission of such communications;

(14) Shall have ultimate responsibility for production and dissemination of inteligence produced by the
Intelligence Communily and authority to levy analytic fasks on intelligence production organizations within
the Inteligence Community. In consultation with the heads of the Intelligence Community elements
concermed:

(15) May establish advisory groups for the purpose of obtaining advice from within the Intellipence
Community to carry oul the Direclor's responsibilities, to include Intelligence Communily execulive
management commillees composed of senior Intelligence Communily leaders. Advisory groups shall
consist of representatives from aelements of the Intelligence Community, as designated by the Director, or
other execulive branch departments, agencies, and offices, as appropriate;

(16) Shall ensure the timely exploitation and dissemination of data gathered by national intelligence
collection means, and ensure that the resulting intelligence is disseminated immedialely io appropriate
government elements, including military commands;

(17) Shall determine requirements and priorities for, and manage and direct the tasking, collection,
analysis, production, and disseminalion of, national intelligence by elements of the Intelligence Community,
including approving requirements for collection and analysis and resolving conflicts in collection
requirements and in the tasking of national collection assets of Intelligence Community elements (except
when otherwise direcled by the President or when the Secretary of Defenze exercises collection tasking
authority under plans and arrangements approved by the Secretary of Defense and tha Director);

(18) May provide advisory tasking concerning collection and analysis of information or inlelligence relevant
to national intelfigence or national security to depariments, agencies, and establishments of the United
States Government that are not elements of the Intelligence Communily; and shall establish procedures, in
consullation wilh affected heads of deparimenis or agencies and subject to approval by the Attarney
General, lo implement this authority and to monilor or evaluate the responsiveness of United Stales
Government departmenis, agencies, and oiher establishments;

{19} Shall fulfill the responsibilities in section 1.3(b)(17) and (18) of this order, consistent with applicable law
and with full consideration of the rights of United States persons, whether information is to be collected
ingide or outside the United States;

{20} Shall ensure, through appropriate policies and procedures. the decontliction, coordination, and
integration of all inteligence activities conducted by an Intelligence Community element or funded by the
Mational Intelligence Program. In accordance with these policies and procedures:

(A) The Director of the Federal Bureau of Investigation shall coordinale the clandestine collection of
toreign intelligence collected through human sources or through human-enabled means and
counterintalligence aclivities inside the United States;

(B} The Direcior of the Central Intelligence Agency shall coordinate the clandestine collection of
foreign intelligence collected through human sources or through human-enabled means and
counterintelligence aclivities ocutside the United States;

(C) Al policies and procedures for the coordination of counterntelligence activities and the
clandestine collection ol foreign intelligence inside the United States shall be subject to the
approval of the Attorney General; and

(D) All policies and procedures developed under this section shall be coordinated with the heads of
affected depariments and Inteligence Community elements;

(21) Shall, with the concurrence of the heads of affected departments and agencies, eslablish joint
procedures to deconflict. coordinale, and synchronize inlelligence activilies conducted by an Inlalligence
Community element or funded by the National Intelligence Program, with imeligence activities, activitles
that involve forelgn intelligence and security services, or aclivities that involve the use of clandestine
methods, conducted by other Uniled Stales Governmenl departments, agencies, and establishmants;
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{22) Shall, in coordination with the heads of departmeants containing elements of the Inteligence
Communily, develop procedures to govern major system acquisilions funded in whole or in majority part by
the National Intelligence Program;

{23) Shall sesk advice from the Secretary of Stale to ensure that the foreign policy implications of proposed
intelligence activities are considered, and shall ensure, through appropriate policies and procedures, that
intelligence activities are conducted in a manner consistent with the responsibilities pursuant 1o law and
presidential diraction of Chiets of United States Missions; and

{24} Shall facilitate the use of Inteligence Community products by the Congrass in a secure manner

{c) The Director's exercise of authorties in the Act and this order shall not abrogate the statutory or other
responsibilities of the heads of depariments of the United States Government or the Direclor of the Central
Intelligence Agency. Directives Issued and actions taken by the Director in the exercise of the Director's authorities
and responsibilities lo integrate, coordinale, and make the Intelligence Community more effective in providing
intelligence relaled lo national security shall be implemented by the elements of the Intelligence Community,
provided that any department head whose departiment contains an element of the Intelligence Community and who
beligves that a direclive or action of the Direclor violates the requirements of section 1018 of the IRTPA or this
subsection shall bring the issue o the attention of the Director, the NSC, or the President for resolution in a manner
that respects and does not abrogate the statulory responsibilities of the heads of the departments.

(d} Appointments to certain positions.

(1) The relevant depariment or bureau head shall provide recommendations and obiain the concurrence of
the Director for the selection of; the Director of the National Security Agency, the Director of the National
Reconnaissance Office, the Director of the National Geospatial-Intelligence Agency, the Under Secretary of
Homeland Security for Intelligence and Analysis, the Assisiant Secretary of State for Intelligence and
Research, the Director of the Office of Intelligence and Counterintelligence of the Depariment of Energy,
the Assistant Secretary for Intelligence and Analysis of the Department of the Treasury, and the Executive
Assistant Director for the National Security Branch of the Federal Bureau of Investigation. If the Director
does not concur in the recommendation, the department head may not fill the vacancy or make the
recommendation to the President, as the case may be. If the department head and the Director do nol
reach an agreement on the selection or recommencdation, the Direclor and the department head concerned
may advise the President directly of the Director's intention to withhold concurrence.

(2) The relevant deparimen! head shall consult with the Director befare appointing an individual 1o fill a
vacancy or recommending to the President an individual be nominated to fill @ vacancy in any of the
following positions: the Undar Secretary of Dalenza for Intelligence; the Direcior of the Defense Intslligence
Agency: uniformed heads of the intelligence elements of the Army, the Navy, the Air Force, and the Marine
Corps above the rank of Major General or Rear Admiral; the Assistant Commandant of the Coasl Guard for
Intelligence; and the Assistant Atormey General for Naltional Security.

(#) Ramaval from cetlain positions.

{1) Except for the Director of the Central intelligence Agency, whose removal the Director may recommend
to the President, the Direclor and the relevant depariment head shall consult on the removal, or
recommendation to the President for removal, as the case may be, of: the Direclor of the National Security
Agency. the Director of the Nafional Geospatial-ntelligence Agency, the Director of the Defense
Intelligence Agency, the Under Secretary of Homeland Securily for Intelligence and Analysis, lhe Assistant
Secretary of State for Inteligence and Research, and the Assistant Secretary for Intelligence and Analysis
of the Depariment of the Treasury. If the Direclor and the depariment head do not agree on removal, or
recommendation for removal, either may make a recommendation to the President for the removal of the
individual.

(2) The Director and the relevant department or bureau head shall consult on the removal of: the Execulive
Agsistant Director for the Mational Security Branch of the Federal Bureau of Investigation, the Directer of
the Office of Intelligence and Counterintelligence of the Department of Energy. the Direclor of the National
Reconnaissance Office, the Assistant Commandant of the Coast Guard for Intelligence, and the Under
Secretary of Delense for Intelligance. With respect to an individual appointed by a depariment head, the
depariment head may remove the individual upon the request of the Director; if the depariment head
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chooses nol to remove the individual, either the Director or the department head may advise the President
of the depariment head's intention lo retain the individual. In the case of the Under Secretary of Defense for
Intelligance, the Secretary of Defense may recommend to the President either the ramoval or the retention
of the individual. For uniformed heads of the intelligence elements of the Army, the Navy, the Air Foree,
and the Marine Corps, the Director may make a recommendation for removal to the Secretary of Defense.

(3) Mathing in this subsection shall be construed 1o limil or otherwise affect the authority of the President to
nominate, appoint, assign, or terminate the appointment or assignment of any individual, with or without a
consultation, recommendation, or concurrence.

1.4 The Intelligence Communily. Consistent with applicable Federal law and with the other provisions of this order,
and under the leadership of the Director, as specified in such law and this order, the Intelligence Community shall:

{a) Collect and provide informalion needed by the President and, in the performance of executive functions, the
Vice President, the NSC, the Homeland Security Council, the Chalrman of the Joint Chiefs of Staff, senior military
commanders, and other executive branch officials and, as appropriate, the Congress of the Uniled Stales;

{b) In accordance with priorities set by the President, collect infermation concerning, and conduct activities to
protect against, interational terrorism, proliferation of weapons of mass destruction, intelligence activities directed
against the United States. intermational criminal drug activities, and other hostile activities directed against the
United States by foreign powers, organizations, persong, and their agents;

(c) Analyze, produce, and disseminate intelligence;

(d) Conduct administrative, technical, and other support aclivilies within the United Stales and abroad necessary
for the parformance of authorized activities, 1o include providing services of common concern for the Intelligence
Community as designaled by the Director in accordance with this arder;

(e) Conduc! research, development, and procurement of technical systems and devices relating 1o authorized
funclions and missions or the provision of services of common concern for the Intelligence Community;

{f) Protect the security of inteligence related activities, information, installations, property, and employees by
appropriale meansg, including such investigations of applicants, employees, contractors, and other persans with
similar associations with the Intelligence Community elements as are necessary,

(g) Take into account State, local, and tribal governmenls' and, as appropriate, private sector entiies' informaltion
needs relating to naticnal and homeland security;

{(h) Deconflict, coordinale, and integrate all inteligence aclivities and olher Informalion gathering in
accordance with section 1.3(b){20) of this order; and

(i) Perform such ather functions and dulies related to intelligence activities as the President may direct.

1.5 Duties and Responsibiiities of the Heads of Executive Branch Depariments and Agencies. The heads of all
depariments and agencies shall.

{a) Provide the Director access to all information and intelligance relevant to the national security or that olherwise
is required for the performance of the Director’s duties, to include administrative and other appropriate
management information, except such Information excluded by law. by the President, or by the Atlorney General
acling under this ardar at the direction of the Prasident,

(b} Provide all programmatic and budgetlary information necessary to support the Director in developing the
National Intelligence Program;

{c) Coordinate development and implementation of intelligence systems and architactures and, as appropriate,
operational systems and architectures of their departments, agencies, and other elemenls with the Director to
respond to national intelligence requirements and all applicable information sharing and security guidaelines,
information privacy, and other legal reguirements;

{d} Provide, to the maximum extent permitied by law, subject to the availability of appropriations and not
inconsistent with the mission of the department or agency, such further support 1o the Director as the Director may
request, afler consultation with the head of the depariment or agency, for the performance of the Director's
functions;
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(e) Respond to advisory tasking trom the Direclor under section 1.3(b){18) of this order to the greates! éxtent
possible, in accordance with applicable policies established by the head of the responding depariment or agency:

{f) Ensure thal all elemants within the depariment or agency comply with the provisions of Part 2 of this order,
regardless of Intelligence Community affiiation, when performing foreign intelligence and counterintelligence
functions;

{g) Deconflict, coordinale, and integrate all inleligence activities in accordance with section 1.3(b)(20), and
intelligence and ather activities in accordance with section 1.3(b)(21) of this ordear;

{h) Inform the Attorney General, either directly or through the Federal Bureau of Investigation, and the Director of
clandestine collection of foreign intelligence and counterinteligence activities inside the United States not
coordinaled with the Federal Bureau of Investigation,

(i} Pursuant to arrangements developed by the head of the depariment or agency and the Director of the Central
Intelligence Agency and approved by the Director, inform the Director and the Director of the Central Intelligence
Agency, either directly or through his designee serving outside the United States, as appropriate, of clandestine
collection of foreign intelligence collected through human sources or through human-enabled means outside the
United States that has not been coordinated with the Central Intelligence Agency; and

{j} Inform the Secretary of Dafense, aither directly or through his designea, as appropriate, of clandastine collection
of foreign intelligence outside the United States in a reglon of combat or contingency military operations designated
by the Secretary of Defense, lor purposes of this paragraph, afler consultation with the Director of Nalional
Intalligence.

1.6 Heads of Elemenis of the Intelligence Community. The heads of elements of the Inteligence Community shall:

{a) Provide ihe Director access to all information and intelligence relevant to the national security or that otherwise
is required for the performance of the Direclor's dulies, to include administrative and other appropriate
management information, except such informaltion excluded by law, by the President, or by the Attorney General
acting under this order at the direction of the President,

(b} Report io the AHorney General possible violations of Federal criminal laws by employees and ol specified
Federal criminal laws by any other person as provided in procedures agreaed upon by the Attorney General and the
head of the department, agency, or establishment concerned, in a manner consisten! with the proteclion of
intalligence sources and methods, as specified in those procedures;

(c) Report to the Inteligence Oversight Board, consistent with Executive Order 13462 of February 29, 2008, and
pravide copies of all such reports to the Director, concerning any intelligence activities of their elements that they
have reason 1o believe may be unlawful or conlrary to execulive order or presidential directive,

(d) Protect intellipence and inteligence sources, melhods, and aclivilies from unaulhorized disclosure in
accordance with guidance trom the Director;

(e} Faciitate, as appropriate, the sharing of information or intelligence, as directed by law or the President, to State,
local, tribal, and private sector entities;

(f} Disseminate information or intelligence to foreign governments and international organizations under intelligence
or counterintelligence arrangements or agreements established in accordance with section 1.3(b){4) of this order;

g} Participate in the development of procedures approved by the Altorney General governing production and
dissemination of information or intelligence resulting from criminal drug intelligence activities abroad if they have
intelligence responsibilities for foreign or domestic criminal drug production and trafficking; and

{h} Ensure that the inspeclors general, general counsels, and agency officials responsible for privacy or civil
liberties protection for their respective organizations have access lo any inlormation or intelligence necessary to
pertorm their official duties.

1.7 Intelligence Communily Elements. Each element of the Intelligence Community shall have the duties and
responsibilities specified below, in addition to those specified by law or elsewhere in this order. Intelligence
Communily elements within execulive depariments shall serve the information and intelligence needs of their
respective heads of depariments and also shall operate as part of an inlegraied Intelligence Community, as
provided in law or this ordar
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(5) Provide signals intelligence support for national and departmental requirements and for the conduct of
military operations;

(B) Act as the Mational Manager for National Security Systems as established In law and policy, and in this
capacily be responsible to the Secretary of Defeanse and lo the Direclor;

(7) Prescribe, consistent with section 102A(g) of the Act, within its lield of authorized operations, security
regulations covering operaling praclices, including the transmission, handling, and distribulion of signals
intelligence and communications security material within and among the elements under control of the
Director of the Mational Securily Agency, and exercise the necessary supervisory control {o ensure
compliance with the regulations; and

(B) Conduct foreign cryplologic llaison relationships in accordance with seclions 1.3(bj(4), 1.7{a)(6), and
1.10(1) of this order.

(d) THE NATIONAL RECONNAISSANCE OFFICE, The Direclor of the National Reconnaissance Office shall:

(1) Be responsible for research and development, acquisilion, launch, deployment, and operation of
overhead systems and related dala processing facililies to collect intelligence and informalion to support
national and departmental missions and other United States Government needs; and

{2) Conduct foreign liaison relationships relating to the above missions, in accordance with seclions
1.3(b)(4), 1.7(a)(6), and 1.10(i) of this order.

(2) THE NATIONAL GEQSPATIAL-INTELLIGENCE AGENCY. Tha Director of the National Geospatial-Intelligence
Agency shall:

(1) Collect, process, analyze, produce, and disseminale geospatial intelligence information and data for
foreign intelligence and counterintelligence purposes to support national and departmental missions:

{2) Provide geospatial intelligance suppor for national and deparimental requiremsents and for the conduct
of military operations;

{3) Conduct administrative and technical supporl activities within and oulside the United States as
necessary far caver arrangements; and

{4) Conduct foreign geospaltial intelligence liaison relationships, in accordance with sections 1.3(b)(4).
1.7(a)(), and 1.10(j) of this order.

{fy THE INTELLIGENCE AND COUNTERINTELLIGENCE ELEMENTS OF THE ARMY, NAVY, AIR FORCE, AND
MARINE CORPS. Tha Commandars and heads of the intelligence and counterintelligence elements of the Army,

Navy, Air Force, and Marine Corps shall:

(1) Collect (including through clandestine means), produce, analyze, and disseminate defense and
defense-related intelligence and counterintelligence to support deparimental requirements, and, as
appropriate, national requiremenis;

(2) Conduct counterintelligence activities;
{3) Monitor the development, procurement, and management of lactical intelligence systems and
equipment and conduc! related research, development, and test and evaluation activilies; and

(4) Conducl military inlelligence liaison relationships and miliiary inelligence exchange programs with
selected cooperative foreign defense establishments and intermational organizations in accordance with
sections 1.3(b)(4), 1.7(a)(6), and 1.10(j) of this order.

(g} INTELLIGENCE ELEMENTS OF THE FEDERAL BUREAU OF INVESTIGATION. Under the supervision of the
Attorney General and pursuant to such regulations as the Attorney General may establish, the intelligence

elements of the Federal Bureau of Investigation shall;

(1) Collect {including through clandestine means), analyze, produce, and disseminate foreign intelligence
and counterintelligence to support national and departmental missions, in accordance with procedurs|
guidelines approved by the Atlorney General, after consultation with the Director:

{2) Conduct counterintelligence activities; and
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(o) Collect {including through clandestine means), analyze, produce, and disseminate defense and
defense-related intelligence and counterintelligence, as required for execulion of the Secrelary's
responsibilities;
(c) Conduct programs and missions necessary (o fulfill national, departmental, and tactical intelligence
requirements:

(d) Conduct eounterintalligence activities in support of Department of Defense components and coordinate
counterinlelligence activities in accordance with section 1.2(b)(20) and {21) of this order:

(e} Act, in coordinalion with the Director, as the exseculive agent of the Uniled States Government for
signals intelligence activities;

{f) Provide for the limely transmission of critical intelligence, as defined by the Director, within the United
Slates Govarnment;

{g) Carry out or coniract for research, development, and procurement of technical syslems and devices
relating to authorized intelligence functions:

{h) Protect the security of Department of Defense installations, activitles, information, properly, and
employees by appropriate means, including such investigations of applicants, employees, confractors, and
other pergons with similar associations with the Departmen of Defense as are necessary,

{i) Establish and maintain defense inteligence relationships and defense intellipence exchange programs
with selected cooperative foreign defense establishments, inleligence or security services of foreign
governments, and international organizations, and ensure thal such relationships and programs are In
accordance with sections 1.3(b)(4), 1.3(b}(21) and 1.7(a){6) of this order;

(i} Gonduct such administralive and technical support aclivities within and outside the United Stales as are
necessary o provide for cover and proprietary arrangemenis, to perform the functions described in
sections (a) though (i) above, and to support the Intelligence Community elements of the Department of
Defense; and

(k) Use the Inteligence Community elements within the Department of Defense identified in section 1.7(b)
through (f) and, when the Coast Guard is operaling as part of the Department of Defense,

(h) above to carry out the Secretary of Defense's responsibiliies assigned in this section or other
depariments, agencies, or offices within the Department of Defenge, ag appropriate, lo conduct the
intelligence missions and responzibilities assigned to the Secretary of Defense.

1.11 The Deparment of Homaland Security. In addition 10 the authorities exercised by the Office of Intelligence and
Analysis of the Depariment of Homeland Security under sections 1.4 and 1.7(i) of this order, the Secretary of
Homeland Security shall conduct, through the United States Secret Sarvice, activitias 10 determine the existence
and capability of surveillance egquipment being used against the President or the Vice President of the United
States, the Executive Office of the President, and, as authorized by the Secretary of Homeland Security or the
President, other Secret Service protectees and United States officials. No information shall be acquired
intentionally through such activilies except to protect against use of such surveillance equipment, and those
activities shall be conducted pursuant to procedures agreed upon by the Secretary of Homeland Security and the
Attorney Genaral.

1.12 The UDeparimenl of Energy. In addition lo the authorities exercised by lhe Office of Intelligence and
Counterinteliigence of the Department of Energy under sections 1.4 and 1.7(i) of this order, the Secretary of Energy
shall:

(a) Provide expert scientific, technical, analytic, and research capabilities to other agencies within the
Intelligence Communily, as aporopriate;

(b) Participate in formulating intelligence collection and analysis requirements where the special expert
capability of the Department can contribute; and

(c) Participate with the Department of State in overtly collacting information with respect to foreign energy
maltars.
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1.13 The Federal Bureau of Investigation. In addition to the authorities exercised by the intelligence elements of the
Federal Bureau of Investigation of the Department of Justice under sections 1.4 and 1.7(g) of this order and under
the supervision of the Attorney General and pursuant to such regulations as the Attorney General may establish,
the Director of the Federal Bureau of Investigation shall provide technical assistance, within or outside the United
States, to foreign intelligence and law enforcement services, consistent with section 1.3(b}(20) and (21) of this
order, as may be necessary 10 support national or depanmenial missions.,

PART 2 Conduct of Intelliganca Activities

2.1 Need. Timely, accurate, and ingightful information about the activities, capabilities, plans, and intentions of
forelgn powers, organizations, and persons, and their agenis, is essential to informed decisionmaking in the areas
of national security, national defense, and loreign relations. Collection of such information |s a priority objectiva and
will be pursued in a vigorous, innovative, and responsible manner thal iz consistent with the Conslitution and
applicable law and respectful of the principles upon which the United States was founded.

2.2 Purpose. This Order is inlended o enhance human and technical collection techniques, especially those
undertaken abroad, and the acquisition of signiticant foreign intelligence, as well as the detection and countering of
international terrorist activities, the spread of weapons of mass destruction, and espionage conducted by loraign
powers. Set forth below are certain general principles that, in addition to and consistent with applicable laws. are
intended to achieve the proper balance between the acquisition of essential information and prolection of individual
interests. Nothing in this Order shall be construed to apply to or interfere with any authorized civil or criminal law
enforcement responsibility of any department or agency.

2.3 Collection of information. Elements of the Intelligence Community are authorized to collect, retain, or
diggseminate information concerning United States persons only in accordance with procedures established by the
head of the Intelligence Community element concarned or by the head of a department containing such element
and approved by the Attorney General, consistent with the authorities provided by Part 1 of this Order, after
consultation with the Director. Those procedures shall permit collection. retention, and dissemination of the
following types of information:

{a) Information that is publicly available or collected with the consent of the person concerned,

(b) Information constituling foreign intelligence or counterintelligence, including such information
concerning corporalions or other commercial organizations. Collection within the United Stales of foreign
intellipence not otherwise oblainable shall be undertaken by the Federal Bureau of Investigation (FBI) or,
when significant foreign intelligence is sought, by other authorized elements of the Intelligence Community,
provided that no foreign intelligence collection by such elements may be undertaken for the purpose of
acquiring infarmation concarning the domestic activities of United Stales persons;

(c) Information abtained in the course of a lawiful foreign intelligence, counterintelligence, international drug
or international terrorism investigation;

{d) Information needed 1o protect the safety of any persons or organizations, including those who are
targets, viclims, or hostages of internalional terrorist organizations;

(e) Information needed to protect toreign intelligence or counterintelligence sources, methods, and activities
from unauthorized disclosure. Collection within the United States shall be underlaken by the FBI excepl
that athar elements of the Intelligence Community may also collect such information concemning present or
former employees, present or former intelligence element contractors of their present or former employees,
or applicants for such employment or contracting;

{f) Information concermning persons who are reasonably believed (o be potential sources or contacts for the
purpose of delermining their suitability or credibility;

{g) Information arising out of a lawiul personnel, physical, or communications security investigation,
(h) Information acquired by overhead reconnaissance not directed at specific United States persons:

(i) Incidentally oblained information that may indicate involvement in activities that may violate Federal,
state, local, or foreign laws; and

(i} Infermation necessary for administrative purposes,
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In agdition, elements of the Inteligence Community may disseminate information o each appropriate element
within the Inteligence Community for purposes of allowing the recipient element to determine whether the
information is relevant to its responsibilities and can be retained by it, except that information derived from signals
intelligence may only be disseminated or made available to Intelligence Community elements in accordance with
procedures established by the Director in coordination with the Secretary of Defense and approved by the Aftorney
General.

2.4 Collection Technigues. Elements of the Intelligence Community shall use the least intrusive collection
technigues feasible within the United States or direcled apainst United States persons abroad. Elements of the
Intelligence Communily are nol authorized o use such lechniques as eleclronic surveillance, Unconsenled physical
searches, mail surveillance, physical surveillance, or moniloring devices unless they are in accordance with
proceduras established by the head of the Intelligence Community element concerned or the head of a department
containing such element and approved by the Attormey General, after consultation with the Direclor. Such
procedures shall pretect constitutional and other legal rights and limit use of such information to lawful
governmental purposes, These procedures shall not authorize;

{a) The Central Intelligence Agency (CIA) 1o engage in electronic surveillance within the United States
excepl for the purpose of training, testing, or conducting countermeasures 1o hostile electronic surveillance:

{b) Unconsemed physical searches in the United States by elements of the Intelligence Community other
than the FBI, except for:

(1) Searches by counterintelligence elements of the military services directed against military
perzonnel within the United States or abroad for inteligence purposes, when authorized by a
military commander empowered to approve physical searches for law enforcement purposes,
based upon a linding of probable cause to believe that such persons are acling as agenis of
fareign powers; and

{2} Searches by CIA of personal properiy of non-United States parsons lawfully in ils possession;

(¢} Physiral surveillance of 2 United States person in the United States by elements of the |ntelligence
Community other than the FBI, except for:

(1) Physical surveillance of present or former employees, present or former intelligence element
confractors or their present or former employees, or applicants for any such employment or
contracting; and

(2) Physical surveillance of a military person employed by a non-inlelligence element of a military
sarvice; and

(d) Physical surveiilance of a Uniled States person abroad to collect foreign intelligence, except to oblain
significant information that cannot reasonably be acquired by other means.

2.5 Altorney General Approval, The Attlorney General hereby is delegated the power lo approve the use for
intelligence purposes, within the United Stales or against a Uniled Stlales person abroad, of any technique for
which a warrant would be required if undenaken for law enlorcement purposes, provided that such techniques shall
not be undertaken unless the Attorney General has determined in each case that there is probable cause to believe
that the technigue is directed against a foreign power or an agent of a foreign power. The authaority delegated
pursuant to this paragraph, including the authority to approve the use of electronic surveillance as defined in the
Foreign Intelligence Surveillance Act of 1978, as amended, shall be exercised in accordance with that Act,

2.6 Assistance fo Law Enforcement and other Civil Authorities. Elements of the Intelligence Community are
authorized to:

(a) Cooperate with appropriate law enforcement agencies for the purpose of protecting the employees,
information, property, and facilities of any element of the Intelligence Community;

(b} Unless otharwise precluded by law or this Order, participata in law enlorcemeant aclivities o investigata
or prevent clandestine inteligence activities by foreign powers, or international terrorisl or narcolics
activities;
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(c) Provide specialized equipmenl, technical knowledge, or assistance ol expert personnel for use by any
departmant or agency, or when lives are endangered, to support local law enforcement agencies. Provision
of assistance by expert personnel shall be approved in each case by the general counsel of the providing
element or depariment; and

(d) Render any other assistance and cooperation to law enforcement or other civil authorities not precluded
by applicable law.

2.7 Contracting. Elements of the Intelligence Communily are authorized 1o enter into conlracts or arrangements for
the provision of goods or services with private companies or institutions in the United States and need nol reveal
the sponsorship of such conlracts or arrangements for authorized inlelligence purposes. Contracls or
arrangements with academic instilutions may be underaken only with the consent of appropriate officlals of the
institution.

2.8 Consistency With Other Laws. Nothing in this Order shall be construed to authorize any activity in violation of
the Constitution or statules of the United States.

2.9 Undizclosed Participation in Organizations Within the United Stafes. Mo one acting on behalf of elemenis of the
Intelligence Community may join or otherwise participate in any organization in the United Slates on behalf of any
eiement of the Intelligence Community withoul disclosing such person's intelligence alfiliation to appropriate
officials of the organization, except in accordance with procedures established by the head of the Intelligence
Communily element concermed or the head ol a depariment containing such elemen! and approved by the Attorney
General, after consuliation with the Director. Such paricipalion =hall be authorized only if it iz essential lo achieving
lawful purposes as determined by the Intelligence Community element head or designee. No such participation
may be undertaken for the purpose of influencing the activity of the organization or its members aexcept in cages
whara:

(a) The participation is undertaken on behalf of the FBI in the course of a lawful investigation; or

{b) The organization concerned is composed primarily of individuals who are not United States persons and
is reasonably believed to be acting on behalf of a foreign pawer.

2.10 Human Experimeniation. No element of the Intelligence Community shall sponsor, contract for, or conduct
research on human subjects exeepl in accordance with guidelines issued by the Department of Health and Human
Services. The subject's informed consent shall be documented as required by those guidelines.

211 Prohibition on Assassination. Mo person amployed by or acting on behall of the United States Government
shall engage in or conspire lo engage in assassination.

2.12 Indirect Participation. No element of the Inlelligence Community shall participate in or request any person o
underiake activities rorbidden by this Order.

2,13 Limitation an Covert Action. No covert aclion may be conducted which is intended to influence United States
poliical processes, public opinion, policies, or media.

PART 3 Genaral Provisions

3.1 Congressional Oversight. The dufies and responsibilities of the Director and the heads of other depariments,
agencies, alements, and entities engaged in intelligence activities to cooparate with the Congress in the conduct of
its responsibilities for oversight of inelllgence activities shall be implemented in accordance with applicable law,
Incluging fitle V of the Act. The requiremenis ol applicable law, Including title V of the Act, shall apply to all covert
action activities as defined in this Order.

3.2 Implemeniation. The Prasideni, supparted by the NBC, and the Direclor shall issue such appropriate direclives,
procedures, and guidance as are necessary o implement this order. Heads of elements within the Intelligence
Community shall issue appropriale procedures and supplementary directives consistent with this ordaer. No
procedures to implement Part 2 of this order shall be issued withoul the Allormey General's approval, after
consultation with the Director. The Attorney General shall provide a statement of reasons for nol approving any
procedures established by the head of an element in the Intelligence Community (or the head of the deparment
containing such element) other than the FBI. In instances where the element head or depariment head and the
Atiorney General are unable to reach agreements on other than constitutional or ether legal grounds, the Atiarnay
General, the head of depariment concerned, or the Director shall refer the matter to the NSC.
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3.3 Proceduraes. The activities herein authorized that require procedures shall be conducted In accordance with
existing procedures or requirements established under Executive Order 12333. New procedures, as reguired by
Executive Order 12333, as further amended, shall be established as expeditiously as possible. All new procedures
promulgated pursuant 1o Executive Order 12333, as amended, shall be made available to the Select Committea on
Intalligence of the Senate and the Permanant Select Committeg on Intelligence of the House of Representatives.

3.4 Referances and Transition. Refterences to "Senior Officials of the Intelligence Community” ar "SOICs" in
executive orders or other Presidential guidance, shall be deemed references to the heads of elements in the
Intelligence Communily, unless the President otherwise direcls; references in Intelligence Community or
Intelligence Community elemant policies or guidance, shall be deemed to be references to the heads of elements
of the Intelligence Community, unless the President or the Direclor otherwise directs.

3.5 Definifions. For the purposes of this Order, the following terms shall have these meanings:

{a) Counterintelligence means information gathered and aclivities conducted 1o identify, deceive, exploil,
disrupt, or protect against espionage, other intelligence activities, sabotage, or assassinations conducted
lor or on behall of foreign powers, organizalions, or persons, or their agenis, or international terrorist
organizations or activities.

(b} Covert action means an activity or activities of the Uniled States Government 1o influence pelitical,
economic, or military condifions abroad, where it is intended that the role of the United States Government
will not be apparent or acknowledged publicly, but does not include:

(1) Aclivities the primary purpose of which is 1o acquire intefligence, traditional counterintelligence
activilies, traditional activities to improve or maintain the operalional security ol United Stales
Government programs, or administrative activities;

(2) Traditional diplomatic or military activities or rouling support 1o such aclivities;

(3) Traditional law enforcement aclivities conducted by United States Government law enforcement
agencies or routine support {o such aclivilies; or

(4) Activities to provide routine support o the overt activities (other than activities describad In
paragraph (1), (2}, or (3)) of other United States Government agencies abroad.

(c) Electronic surveillance means acquisilion of a nanpublic communication by electronic means without the
consent of a person who is a parly to an electronic communication or, in the case of a nonelecironic
communication, without the consent of a person who is visibly present at the place of communication, but
not including the use of radio direction-finding equipment solely 1o determine the location of a transmitter.

(d) Employee means a person emploved by, assigned or detailed to, or acting for an element within the
Intelligence Community.

(e) Foreign intelligence means information relating 1o the capabilities, intentions, or activities of foreign
governments or elements thereof, foreign organizations, foreign persons. or international terrorists.

(1} Intelfigence includes foreign intelligence and counterintelligence.

{g) Inteffigence activities means all activilies thal elements of the Intelligence Community are authorized 1o
conduct pursuant to this order.

(h) inteligence Community and elements of the Intelligence Commumily reters 1o
(1) The Office of the Director of National Intelligence;
(2) The Central Intelligence Agency;
(3} The National Security Agency;
(4) The Defense Intelligence Agency;
(5) The National Geospatial-intelligence Agency;
(8) The National Reconnaissance Office;
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{7) The other offices within the Department of Detense for the collection of specialized national
foreign intelligence through reconnaissance programs;

(8) The intelligence and counterintelligence alements of the Army, the Navy, the Air Force, and the
Marine Corps:

(9} The imelligence siements of the Federal Bureau of Investigation:

(10) The Office of MNational Security Intelligence of the Drug Enforcement Administration;
{11) The Office of Intelligence and Counterintelligence of the Department of Energy:
{12] The Bureau of Intelligence and Rezearch of the Department of Stata;

(13) The Office of intelligence and Analysis of the Departiment of the Treasury,

{14} The Office of Intelligance and Analysis of the Department of Homeland Security;
(15) The inteligence and counterintelligence elements of the Coast Guard; and

(16) Such other elemants of any department or agency as may be designated by the Prasident, or
designated jointly by the Director and the head of the department or agency concerned, as an
element of the Intelligence Community.

(i) National intelligence and Intalligence Related fo National Security means all intelligence, regardless of
the source from which derived and including information gathered within or outside the United Stales, that
pertains, as determined consistent with any guidance Issued by the President, or that iz determined for the
purpose of access to information by the Director in accordance wilh section 1.3{a){1) of this order, lo
periain to more than one United States Government agency; and that involves threais to the United States,
lts people, property, or interests; the development, proliferation, or use of weapons of mass destruction; or
any other matter bearing on United States national or homeland security.

(i} The Nalional Inteligence Program means all programs, projects, and activities of the Intelligence
Community, as well as any other programs of the Inteligence Community designated jointly by the Direclor
and the head of a United States depariment or agency or by the President. Such term does not include
programs, projects, or activities of the military departments to acquire intelligence solely for the planning
and conduct of tactical military operations by United States Armed Forces.

(k) Umited States person means a United States citizen, an alien known by the intelligence element
concerned to be a permanent resident alien, an unincorporated association substantially composed of
United States citizens or permanent resident aliens, or a corporation incorporaled in the Uniled States,
except for a corporation directed and controlled by a foreign governmant or governmeants.

3.6 Revocation. Executive Orders 13354 and 13355 of August 27, 2004, are revoked; and paragraphs 1.3(R)(9)
and (10) of Par 1 supersede provisions within Executive Order 12958, as amended, to the extent such provisions in
Executive Order 12958, as amended, are inconsistent with this Order.

3.7 General Provisions.
{a) Consistent with section 1.3(c) of this order, nothing in this order shall be construed to impair or otherwise affeci:
i1) Authority granted by law o a department or agency, or ihe head thereof; or

(2) Functions of the Director of the Office of Management and Budget relating to budget, administrative, or
legislative proposals,

{b) This order shall be implemented consistent with applicable law and subject fo the availability of approprialions.

(c) This order is intended only to improve the internal management of the execulive branch and is not intended to,
and does not, create any right or benefit, substantive or procedural, enforceable at law or in equity, by any party
against the Uniled Staies, its deparimenis, agencies or entities, iz officers. employees, or agents, or any other
person.
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Bhe Washington Post

Opinions

Meet Executive Order
12333: The Reagan rule

that lets the NSA spy on
Americans

By John Napier Tye July 18, 2014

John Napier Tye served as section chief for Internet freedom in the State Department’s Bureau of
Democracy, Human Rights and Labar from January 2011 to April 2014. He is now a legal director of
Avaaz, a global advocacy organization.

In March I received a call from the White House counsel’s office regarding a speech 1 had prepared for my
boss at the State Department. The speech was about the impact that the disclosure of Nationa! Security
Agency surveillance practices would have on U.S. Internet freedom policies. The draft stated that “if U.S.
citizens disagree with congressional and executive branch determinations about the proper scope of signals

intelligence activities, they have the opportunity to change the policy through our democratic process.”

But the White House counsel’s office told me that no, that wasn’t true. 1 was instructed to amend the line,

making a general reference to “our laws and policies,” rather than our intelligence practices. I did.

Even after all the reforms President Obama has announced, some intelligence practices remain so secret,

even from members of Congress, that there is no opportunity for our democracy to change them.

Public debate about the bulk collection of U.S. citizens’ data by the NSA has focused largely on Section 215 of
the Patriot Act, through which the government obtains court orders to compel American telecommunications
companies to turn over phone data, But Section 215 is a small part of the picture and does not include the

https://www.washingtonpost.com/opinions/meet-executive-order-12333-the-reagan-rule-th...  4/27/2016
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universe of eollection and storage of communiecations by U.S. persons authorized under Executive Order

12333.

From 2011 until April of this year, I worked on global Internet freedom policy as a civil servant at the Stale
Department. In that capacity, I was cleared to receive top-secret and “sensitive compartmented” information.
Based in part on classified facts that I am prohibited by law from publishing, I believe that Americans should
be even more concerncd about the collection and storage of their communications under Executive Order

12333 than under Section 215,

Bulk data collection that oceurs inside the United States contains built-in protections for 11.8. persons,
defined as U.S. citizens, permanent residents and companies. Such collection must be authorized by statute
and is subject to oversight from Congress and the Foreign Intelligence Surveillanee Court, The statutes seta
high bar for collecting the content of communications by U.S. persons, For example, Section 215 permits the
bulk collection only of U.S. telephone metadata — lists of incoming and outgoing phone numbers — but not
audio of the calls.

Executive Order 12333 contains no such protections for U.S. persons if the collection oceurs outside U.S.
borders. Issued by President Ronald Reagan in 1081 to authorize foreign intelligence investigations, 12333 is
not a statute and has never been subject to meaningful oversight from Congress or any court. Sen. Dianne
Feinstein (D-Calif,), chairman of the Senate Select Committee on Intelligence, has said that the committee
has not been able to “sufficiently” oversee activities conducted under 12333.

Unlike Section 215, the executive order authorizes collection of the content of communications, not just
metadata, even for U.S. persons. Such persons cannot be individually targeted under 12333 without a court
order. However, if the contents of a U.S. person's communications are “incidentally” collected (an NSA term
of art) in the course of a lawful overseas foreign intelligence investigation, then Section 2.3(c) of the executive
order explicitly authorizes their retention. It does not require that the affected U.S. persons be suspected of
wrongdoing and places no limits on the volume of communications by U.S. persons that may be collected and
retained.

“Incidental” collection may sound insignificant, but it is a legal loophole that can be stretched very wide.
Remember that the NSA is building a data center in Utah five times the size of the U.S. Capitol building, with

its own power plant that will reportedly burn $40 million a year in electricity.

“Incidental collection” might need its own power plant.

https://www.washingtonpost.com/opinions/meet-executive-order-12333-the-reagan-rule-th... 4/27/2016
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A legal regime in which U.S. citizens’ data receives different levels of privacy and oversight, depending on
whether it is collected inside or outside U.S. borders, may have made sense when most communications by
U.8. persons stayed inside the United States. But today, U.5. communications increasingly travel across U.S.
borders — or are stored beyond them. For example, the Google and Yahoo e-mail systems rely on networks of
“mirror” servers located throughout the world. An e-mail from New York to New Jersey is likely to wind up

on servers in Brazil, Japan and Britain. The same is true for most purely domestic communications.

Executive Order 12333 contains nothing to prevent the NSA from collecting and storing all such
communications — content as well as metadata — provided that such collection occurs outside the United
States in the course of a lawful foreign intelligence investigation. No warrant or court approval is required,
and such collection never need be reported to Congress. None of the reforms that Obama announced earlier
this year will affect such collection.

Without any legal barriers to such collection, U.S. persons must increasingly rely on the affected companies
to implement security measures to keep their communications private. The executive order does not require

the NSA to notify or obtain consent of a company before collecting its users' data.

The attorney general, rather than a court, must approve “minimization procedures” for handling the data of
U.S. persons that is collected under 12343, to protect their rights. I do not know the details of those
procedures. But the director of national intelligence recently declassified a document (United States Signals
Intelligence Directive 18) showing that U.S. agencies may retain such data for five years.

Before I left the State Department, I filed a complaint with the department’s inspector general, arguing that
the current system of collection and storage of communications by U.S. persons under Executive Order
12333 violates the Fourth Amendment, which prohibits unreasonable searches and seizures. 1 have also
brought my complaint to the House and Senate intelligence committees and to the inspector general of the
NSA.

I am not the first person with knowledge of classified activities to publicly voice concerns about the collection
and retention of communications by U.S. persons under 12333. The president’s own Review Group on
Intelligence and Communication Technologies, in Recommendation 12 of its public report, addressed the

matter. But the review group coded its references in a way that masked the true nature of the problem.,

At first glance, Recommendation 12 appears to concern Section 702 of the FISA Amendments Act, which
authorizes collection inside the United States against foreign targets outside the United States. Although the
recommendation does not explicitly mention Executive Order 12333, it docs refer to “any other authority,” A

https://www.washingtonpost.com/opinions/meet-executive-order-12333-the-reagan-rule-th... 4/27/2016



Case 3:16-cr-00051-BR  Document 545-2 Filed 05/11/16 Page 22 of 86
Meet Executive Order 12333: The Reagan rule that lets the NSA spy on Americans - The ... Page 4 of 6

member of the review group confirmed to me that this reference was written deliberately to include
Executive Order 12233,

Recommendation 12 urges that all data of U.S. persons incidentally collected under such authorities be
immediately purged unless it has foreign intelligence value or is necessary to prevent serious harm. The
review group further recommended that a U.S. person's incidentally collected data never be used in criminal
proceedings against that person, and that the government refrain from searching communications by U.S.
persons unless it obtains a warrant or unless such searching is necessary to prevent serious harm,

The White House understood that Recommendation 12 was intended to apply to 12333. That understanding
was conveyed to me verbally by several White House staffers, and was confirmed in an unclassified White
House document that [ saw during my federal employment and that is now in the possession of several

congressional committees.

In that document, the White House stated that adoption of Recommendation 12 would require “significant
changes” to current practice under Executive Order 12333 and indicated that it had no plans to make such

changes.

All of this ealls into question some recent administration statements. Gen. Keith Alexander, a former NSA
director, has said publicly that for years the NSA maintained a U.S, person e-mail metadata program similar
to the Section 215 telephone metadata program. And he has maintained that the e-mail program was
terminated in 2011 because “we thought we could better protect civil liberties and privacy by doing away with
it.” Note, however, that Alexander never said that the NSA stopped collecting such data — merely that the
agency was no longer using the Patriot Act to do so. I suggest that Americans dig deeper.

Consider the possibility that Section 215 collection does not represent the outer limits of collection on U.S.
persons but rather is a mechanism to backfill that portion of U.S. person data that cannot be collected

overseas under 123313,

Proposals for replacing Section 215 collection are currently being debated in Congress. We need a similar
debate about Executive Order 12333. The order as used today threatens our democracy. There is no good
reason that U.S. citizens should reccive weaker privacy and oversight protections simply because their

communications are collected outside, not inside, our borders.,

Opinions newsletter 5
Sign up
Thought-provoking opinions and commentary, in your inbox daily.
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1 have never made any unauthorized disclosures of classified information, nor would I ever do so. I fully
support keeping secret the targets, sources and methods of U.S. intelligence as crucial elements of national
security. I was never a disgruntled federal employee; I loved my job at the State Department. I left voluntarily
and on good terms to take a job outside of government. A draft of this article was reviewed and cleared by the
State Department and the NSA to ensure that it contained no classified material.

When I started at the State Department, I took an oath to protect the Constitution of the United States. I
don’t believe that there is any valid interpretation of the Fourth Amendment that could permit the
government to colleet and store a large portion of U.S. citizens’ online communications, without any eourt or
congressional oversight, and without any suspicion of wrongdoing. Such a legal regime risks abuse in the

long run, regardless of whether one trusts the individuals in office at a particular moment.

1 am coming forward because I think Americans deserve an honest answer to the simple question: What kind

of data is the NSA collecting on millions, or hundreds of millions, of Americans?
outlook@washpost.com

Read more from Qutlook and follow our updates on Facebook and Turntter.
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bullies in government’

Three TSA executives blast their bosses over security lapses,
forced transfers and mismanagement.
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POLITICS

Obama Administration Set to Expand
Sharing of Data That N.S.A. Intercepts

By CHARLIE SAVAGE FEB. 25, 216

WASHINGTON — The Obama administration is on the verge of permitting the
National Security Agency to share more of the private communications it intercepts
with other American intelligence agencies without first applying any privacy
protections to them, according to officials familiar with the deliberations.

The change would relax longstanding restrictions on access to the contents of
the phone calls and email the security agency vacuums up around the world,
including bulk collection of satellite transmissions, communications between
foreigners as they cross network switches in the United States, and messages
acquired overseas or provided by allies.

The idea is to let more experts across Ameriean intelligence gain direct access to
unprocessed information, increasing the chances that they will recognize any
possible nuggets of value. That also means more officials will be looking at private
messages — not only foreigners’ phone calls and emails that have not yet had
irrelevant personal information screened out, but also communications to, from, or
about Americans that the N.S.A.'s foreign intelligence programs swept in
incidentally.

Civil liberties advocates criticized the change, arguing that it will weaken privacy
protections. They said the government should disclose how much American content
the N.S.A. collects incidentally — which agency officials have said is hard to measure
— and let the public debate what the rules should be for handling that information.

http://www nytimes.com/2016/02/26/us/politics/obama-administration-set-to-expand-sharing-of-d...  5/10/2016
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“Before we allow them to spread that information further in the government, we
need to have a serious conversation about how to protect Americans’ information,”
said Alexander Abdo, an American Civil Liberties Union lawyer.

Robert S. Litt, the general counsel in the office of the Director of National
Intelligence, said that the administration had developed and was fine-tuning what is
now a 21-page draft set of procedures to permit the sharing.

The goal for the final rules, Brian P. Hale, a spokesman for the office, said in a
statement, is "to ensure that they protect privacy, civil liberties and constitutional
rights while enabling the sharing of information that is important to protect national
security.”

Until now, National Security Agency analysts have filtered the surveillance
information for the rest of the government. They search and evaluate the
information and pass only the portions of phone calls or email that they decide is
pertinent on to colleagues at the Central Intelligence Agency, the Federal Bureau of
Investigation and other agencies. And before doing so, the N.S.A. takes steps to mask
the names and any irrelevant information about innocent Americans.

The new system would permit analysts at other intelligence agencies to obtain
direct access to raw information from the N.S.A.’s surveillance to evaluate for
themselves. If they pull out phone calls or email to use for their own agency’s work,
they would apply the privacy protections masking innocent Americans’ information
— a process known as “minimization” — at that stage, Mr. Litt said.

Executive branch officials have been developing the new framework and system
for years. President George W. Bush set the change in motion through a little-
noticed line in a 2008 executive order, and the Obama administration has been
quietly developing a framework for how to carry it out since taking office in 20009.

The executive branch can change its own rules without going to Congress or a
judge for permission because the data comes from surveillance methods that
lawmakers did not include in the main law that governs national sceurity
wiretapping, the Foreign Intelligence Surveillance Act, or FISA.

http://www.nytimes.com/2016/02/26/us/politics/obama-administration-set-to-expand-sharing-of-d... 5/10/2016
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FISA covers a narrow band of surveillance: the collection of domestic or
international communications from a wire on American soil, leaving most of what
the N.S.A. does uncovered. In the absence of statutory regulation, the agency’s other
surveillance programs are governed by rules the White House sets under a Reagan-
era directive called Executive Order 12333.

Mr. Litt declined to make available a copy of the current draft of the proposed
procedures.

“Once these procedures are final and approved, they will be made public to the
extent consistent with national security,” Mr. Hale said. “It would be premature to
draw conclusions about what the procedures will provide or authorize until they are
finalized.”

Among the things they would not address is what the draft rules say about
searching the raw data using names or keywords intended to bring up Americans’
phone calls or email that the security agency gathered “incidentally” under the 12333
surveillance programs — including whether F.B.L. agents may do so when working
on ordinary eriminal investigations.

Under current rules for data gathered under a parallel program — the no-
wartant surveillance program governed by the FISA Amendments Act — N.S.A. and
C.ILA. officials may search for Americans’ information only if their purpose is to find
foreign intelligence, but F.B.1. agents may conduct such a search for intelligence or
law enforcement purposes. Some lawmakers have proposed requiring the
government to obtain a warrant before conducting such a search.

In 2013, The Washington Post reported, based on documents leaked by the
former intelligence contractor Edward J, Snowden, that the N.S.A. and its British
counterpart, Government Communications Headquarters, had tapped into links
connecting Google's and Yahoo's data centers overseas and that the American spy
agency had collected millions of records a day from them. The companies have since
taken steps to encrypt those links.

That collection occurred under 123373 rules, which had long prohibited the
N.S.A. from sharing raw information gathered from the surveillance it governed with

http://www.nytimes.com/2016/02/26/us/politics/obama-administration-set-to-expand-sharing-of-d... 5/10/2016
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other members of the intelligence community before minimization. The same rule
had also long applied to sharing information gathered with FISA wiretaps.

But after the attacks of Sept. 11, 2001, the Bush administration began an effort
to tear down barriers that impeded different parts of the government from working
closely and sharing information, especially about terrorism.

In 2002, for example, it won permission, then secret, from the intelligence court
permitting the C.I.A., the F.B.L and the N.S.A. to share raw FISA wiretap
information. The government did not disclose that change, which was first reported
in a 2014 New York Times article based on documents disclosed by Mr. Snowden.

In August 2008, Mr. Bush change d 12333 to permit the N.S.A. to share
unevaluated surveillance information with other intelligence agencies once
procedures were developed.

Intelligence officials began working in 2009 on how the technical system and
rules would work, Mr. Litt said, eventually consulting the Defense and Justice
Departments. This month, the administration briefed the Privacy and Civil Liberties
Oversight Board, an independent five-member watchdog panel, seeking input.
Before they go into effect, they must be approved by James R. Clapper, the
intelligence director; Loretta E. Lynch, the attorney general; and Ashton B. Carter,
the defense secretary.

“We would like it to be completed sooner rather than later,” Mr. Litt said. “Our
expectation is months rather than weeks or years.”

Follow the New York Times'’s politics and Washington coverage on Facebook and
Twitter, and sign up for the First Draft politics newsletter.

A version of this article appears in print on February 26, 2016, on page A14 of the New Yark edition with
the headline: U.S. Set to Expand Sharing of Intercepted Calls and Email

@ 2016 The New York Times Company
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A coalition of privacy and civil liberties groups are
working together to oppose proposed changes to an
executive order that govemns the overseas
interceplion of phone, e-mail, and other
communications during intelligence investigations.
The reported proposed changes to Executive Order
12333 would relax the NSA's limitations in sharing
with other agencies communications information
the agency collected about individuals.

The groups sent a petition opposing the changes 1o
Director of MNational Intelligence James Clapper
and Director of the National Security Agency
(NSA) Admiral Michael Rogers calling.

“Considering the extent and scope of the
information collected under EO 12333, the policy
changes under consideration could allow agencies
like the FBI to circumvent constitutional
protections and will pose new threats to the privacy

and civil liberties of ordinary Americans,” the lettor ~ PTIvacy groups oppose proposed changes to an executive
St order that would relax limitations on the NSA in sharing
surveilled communications information with other

Last month, the NSA's privacy director Rebecca AgCncies.

Richards said the NSA can “incidentally™ collect Americans' data if their Internet activities extend into international
borders. The comment occurred at a panel discussion following a report on Executive Order 12333 published by the
Brennan Center.

During the panel discussion, American Civil Liberties Union legislative counsel Neema Singh Guliani said
Executive Order 12333 “appears to be more permissive” of intelligence agencies’ use of personal data. She said, “It's
not clear that criminal defendants get notice, or even that there are any procedures to ensure that sufficient notice is
provided.”

http://www.scmagazine.com/coalition-opposes-allowing-nsa-to-share-surveillance-data/pri...  5/10/2016
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The petition said the reporicd changes to the executive order “would fatally weaken existing restrictions on access 10
the phone calls, emails, and other data the NSA colleets.™

Several think tanks, advocacy groups, and other associations signed the petilion, including the American Civil
Liberties 1Inion, American Library Association, Brennan Center for Tustice, Electronic Frontier Foundation, Fight
for the Future. Government Accountability Project, National Association of Criminal Defense Lawyers, New
America’s Open Technology Institute, OpenTheGovernment.org, Project On Government Oversight, R Street,

Sunlight Foundation, TechFreedom, and X-Lab.

This material may not be published, broadcast, rewritten or redistributed in any form without prior authorization.
Your use of this website constinutes acceptance of Haymarker Media's Privacy Policy and Terms & Conditions

http://www.scmagazine.com/coalition-opposes-allowing-nsa-to-share-surveillance-data/pri... 5/10/2016
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April 7, 2016

Hon. James R. Clapper
Director, Office of the Director of National Intelligence
Washington, DC 20511

Admiral Michael 5. Rogers
Director, Mational Security Agency
Fort Meade, MD 20755

Re: Changes to Executive Order 12333 Minimization Procedures
Dear Director Clapper and Admiral Rogers:

The undersigned organizations write to reguest that you halt the proposed changes to Executive Order
12333 policies that would share raw data collected by the National Security Agency with law
enforcement agencies, As you know, EQ 12333 sets forth a framework for the collection of foreign
intelligence information overseas, but sweeps in massive amounts of Americans’ data as well, including
private messages, address books, and Internet metadata.’ Considering the extent and scope of the
information collected under EO 12333, the policy changes under consideration could allow agencies like
the FBI to circumwvent constitutional protections and will pose new threats to the privacy and civil
liberties of ordinary Americans. At a minimum, when the administration seeks to ratchet back privacy
protections for Americans, Congress and the American public should have the opportunity to weigh in.

The New York Times reparted that the White House and the Director of Mational Intelligence are in the
process of establishing procedures to expand intra-governmental access to raw data gathered by the
NSA, including communications to, from, and about U.S. persons.” As a threshold matter, we were
dismavyed to learn about this development in the press instead of directly from vour offices. News
reports indicate the NSA has been developing these new procedures “for years®” —since at least the start
of the administration. The secrecy of this major undertaking undercuts Intelligence Community claims
of increased transparency and engagement with civil society and the public and is inconsistent with the
“Principles of intelligence Transparency” adopted by ODMI in January of this year and reaffirmed
through an implementation plan issued by ODNI in February.®

* Ellen Nakashima and Ashkan Soltani, "Privacy watchdog's next target: the least-known but biggest aspect of NSA
surveillance,” Washington Post (July 24, 2014), available at hitp://wapo.st/15mugEx.

2 Charlie Savage, "Obama Administration Set to Expand Sharing of Data That N.S.A. Intercepts,” N.Y. Times (Feb,
25, 2016}, available at http://nyti.ms/21upS0f; See also Amos Toh, Faiza Patel, and Elizabath Goitein, “Overseas
Surveillance in an Interconnected World,” Brennan Center report, Part IV.B, available at hitp://bit by [1UFSDRW,

* Principle 2 states the IC will “[b]e proactive and clear in making information publicly available through authorized
channels, including taking affirmative steps to.. provide timely transparency on matters of public interest,” and
“engage with stakeholders to better explain information and to understand diverse perspectives...”
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Moreover, the reported changes would fatally weaken existing restrictions on access to the phone calls,
emails, and other data the N5SA collects. Currently, under United States Signals Intelligence Directive 18
{USSID18), access to raw data containing U.S. persons’ identities is limited. Intelligence reports
disseminated to other agencies may include U.S. persons’ identities only if the LS. person has
consented, the information is publicly available, or the identity of the U.S, person is necessary to
understand the foreign intelligence information or assess its importance.” The reported changes would
jettison these longstanding restrictions and allow multiple other government agencies access to the
MSA's raw take.

This change is particularly troubling because EQ 12333 data collection is far broader than the
controversial surveillance programs carried out under the auspices of other legal authorities, such as
Section 702 of the Foreign Intelligence Surveillance Act (FISA). Data obtained under EQ 12333 may be
gathered through mass, even indiscriminate, surveillance. Given that even wholly domestic
communications today may be routed or stored overseas, such broad surveillance inevitably captures
the data of millions of Americans.® Sharing such information with U.S. law enforcement agencies would
allow them to circumvent the strict, constitutionally mandated rules of evidence gathering that govern
ordinary criminal investigations. The ongoing but largely obscured practice of parallel construction,
whereby information gathered for national security purposes is laundered through domestic law
enfarcement while concealing its origins and manufacturing a new discovery history, undermines the
important role that Courts play in policing the bounds of our Constitution and could become a more
common occurrence under these new procedures.’

The secret shift in policy is particularly troubling at a time when Congress and government oversight
bodies are calling for the NSA to move in the other direction—to provide more information to the
general public about the legal authorities governing U.5. surveillance programs and to enact greater
privacy protections for U.S. persons affected by these programs. Last year, Congress enacted the USA
Fraedom Act to prohibit the U S. government’s mass collection of Americans’ phone records. Surely
Congress did not intend for the government to evade this prohibition through new NSA procedures
giving law enforcement agencies easy access to Americans’ phone metadata swept in under EO 12333.

Similarly, the independent group of experts appointed by President Obama to review surveillance
practices in 2013 recommended significantly tightening the limits on the retention and use of
information about U.5. persons collected under Section 702 of FISA “or under any other authority that
justifies the interception of a communication on the ground that it is directed at a non-United States

‘Ussip12 §6.2.

USSIDIB§ 7.2

“gee Toh, Patel, and Goitein, Brennan Center report, Part |.C, http://bit ly/1UfSdMW.

' See Request to the United States Commission on Civil Rights to investigate disproportionate impacts of “Parallel
Construction” on communities of color, prepared by Sean Vitka, X-Lab, hitp://bit.l/1ZKEddd.
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person wha is located outside the United States.”® In addition, recognizing the implications of EO 12333
surveillance, the congressionally created Privacy and Civil Liberties Oversight Board is currently
examining several EQ 12333 programs.

Congress has taken notice of the N5A's planned changes, Members of the House Oversight and
Government Reform Committee recently wrote a letter to NSA Director Admiral Rogers asking for the
NSA to confirm whether the Agency intends to routinely provide intelligence information—collected
without a warrant—to domestic law enforcement agencies. If the NSA intends to go down this
uncharted path, the letter states, “we request that you stop.” The letter further emphasizes that the
proposed shift in the relationship between our intellipence agencies and the American people should
not be done in secret.’

We join Representatives Lieu and Farenthold in requesting that you halt efforts to modify EQ 12333
information sharing procedures and any other related efforts that would expand the sharing of raw
information gathered by NSA with agencies that have law enforcement functions. We also ask that you
release the 21-page draft policy referenced in the New York Times article to enable the American public
to weigh in on a planned policy change that would directly affect their rights and interests.

We would appreciate and request the opportunity te discuss this matter in greater detail. To reply to
this letter, or to arrange a call or meeting, please contact any of the following representatives of our
coalition:

Mark M. Jaycox Daniel Schuman, Policy Director
Civil Liberties Legislative Lead Demand Progress
Electronic Frontier Foundation daniel@demandprogress.org
Jaycox@eft.org 202-577-6100
415-436-9333

Elizabeth Goitein, Ca-Directar
Patrice McDermott, Executive Director Liberty & National Security Program
OpenTheGovernment.org Brennan Center for Justice
pmedermott@openthegovernment.org goiteine@mercury.law.nyu.edu
202-332-6737 202.249.7192

Thank you for vour prompt response.

Sincerely,

¥ Recommendation 12, Review Group on Intelligence and Communications Technologies.
® Letter to Admiral Michael S. Rogers, Director, National Security Agency, from Representatives Ted W. Lieu and

Blake Farenthold, March 23, 2016: http://bit.ly/25whlke
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Advocacy for Principled Action in Government
American Civil Liberties Union

American-Arab Anti-Discrimination Committee
Arab American Institute

American Library Association

Bill of Rights Defense Committee

Brennan Center for Justice

Campaign for Liberty

Constitutional Alliance

Defending Dissent Foundation

Demand Progress

Electronic Privacy Information Center (EPIC)
Electronic Frontier Foundation

Free Speech Coalition

Fight for the Future

Government Accountability Project

The Niskanen Center

Media Freedom Foundation

Wational Security Counselors

National Association of Criminal Defense
Lawyers

Liberty Coalition

New America's Open Technology Institute
OpenTheGovernment.org

Project Censored

Project On Government Oversight

Public Citizen

Restore The Fourth

RootsAction.org

R Street

Sunlight Foundation

TechFreedom

X-Lab

s Members of the United 5tates senate Committee on the Judiciary
Members of the United States House of Representatives Committee on the Judiciary
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Case 3:16-cr-00051-BR  Document 545-2 Filed 05/11/16 Page 41 of 86

THE ATTORNEY GENERAL’S GUIDELINES FOR DOMESTIC
FBI OPERATIONS
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PREAMBLE

These Guidelines are issued under the authority of the Attomey General as provided in
sections 509, 510, 533, and 534 of title 28, United States Code, and Executive Order 12333.
They apply to domestic investigative activities of the Federal Bureau of Investigation (FBI) and
other activities as provided herein.
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INTRODUCTION

As the primary investigative agency of the federal government, the Federal Bureau of
Investigation (FBI) has the authority and responsibility to investigate all violations of federal law
that are not exclusively assigned to another federal agency. The FBI is further vested by law and
by Presidential directives with the primary role in carrying out investigations within the United
States of threats to the national security. This includes the lead domestic role in investigating
international terrorist threats to the United States, and in conducting counterintelligence activities
to meet foreign entities’ espionage and intelligence efforts directed against the United States,
The FBI is also vested with important functions in collecting foreign intelligence as a member
agency of the U.S, Intelligence Community. The FBI accordingly plays crucial roles in the
enforcement of federal law and the proper administration of justice in the United States, in the
protection of the national secunty, and in obtaimng mformation needed by the United States for
the conduct of its foreign affairs. These roles reflect the wide range of the FBI’s current
responsibilities and obligations, which require the FBI to be both an agency that effectively
detects, investigates, and prevents crimes, and an agency that effectively protects the national
security and collects intelligence,

The general objective of these Guidelines is the full utilization of all authorities and
investigative methods, consistent with the Constitution and laws of the United States, to protect
the United States and its people from terrorism and other threats to the national security, to
protect the United States and its people from victimization by all crimes in violation of federal
law, and to further the foreign intelligence objectives of the United States. At the same time, it is
axiomatic that the FBI must conduct its investigations and other activities in a lawful and
reasonable manner that respects liberty and privacy and avoids unnecessary intrusions into the
lives of law-abiding people. The purpose of these Guidelines, therefore, is to establish consistent
policy in such matters, They will enable the FBI to perform its duties with effectiveness,
certainty, and confidence, and will provide the American people with a firm assurance that the
FBI is acting properly under the law.

The issuance of these Guidelines represents the culmination of the historical evolution of
the FBI and the policies governing its domestic operations subsequent to the September 11, 2001,
terrorist attacks on the United States. Reflecting decisions and directives of the President and the
Attorney General, inquiries and enactments of Congress, and the conclusions of national
commissions, it was recognized that the FBI's finctions needed to be expanded and better
integrated to meet contemporary realities:

[Clontinuing coordination . . . is necessary (o optimize (he FBI's performance in

both national security and criminal investigations . . . . [The] new reality requires first
that the FBI and other agencies do a better job of gathering intelligence inside the United
States, and second that we eliminate the remnants of the old “wall” between foreign
intelligence and domestic law enforcement. Both tasks must be accomplished without
sacrificing our domestic libertics and the rule of law, and both depend on building a very
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approach wherever possible, thereby promoting certainty and consistency regarding the
applicable standards and facilitating compliance with those standards. Hence, these Guidelines
do not require that the FBI's information gathering activitics be differentially labeled as “criminal
investigations,” “national securily investigations,” or “foreign intelligence collections,” or that
the categories of FBI personnel who carry out investigations be segregated from each other based
on the subject areas in which they operate. Rather, all of the FBI’s legal authorities are available
for deployment in all cases to which they apoly to protect the public from crimes and threats to
the national security and to further the United States® foreign intelligence objectives. In many
cases, a single investigation will be supportable as an exercise of a number of these authorities —
i.e., as an investigation of a federal erime or crimes, as an investigation of a threat to the national
securily, and/or as a collection of foreign intelligence.

1 §° Federal Crimes

The FBI has the authority to investigate all federal crimes that are not exclusively
assigned to other agencies. In most ordinary criminal investigations, the immediate objectives
include such matters as: determining whether a federal crime has occurred or is occurring, or if
planning or preparation for such a crime is taking place; identifying, locating, and apprehending
the perpetrators; and obtaining the evidence needed for prosecution. Hence, close cooperation
and coordination with federal prosecutors in the United States Attorneys’ Offices and the Justice
Department litigating divisions are essential both to ensure that agents have the investigative
tools and legal advice at their disposal for which prosecutonial assistance or approval is needed,
and to ensure that investigations are conducted in a manner that will lead to successful
prosecution. Provisions in many parts of these Guidelines establish procedures and requirements
for such coordination.

2. Threats to the National Security

The FBI's authority to investigate threats to the national secunity derives from the
executive order concerning .S, intelligence activities, from delegations of functions by the
Attorney General, and from various statutory sources. See, e.g., E.O. 12333; 50 U.S.C. 401 et
seq.; 50 U.S.C. 1801 et seq. These Guidelines (Part VILS) specifically define threats to the
national security to mean: international terrorism; espionage and other intelligence activities,
sabotage, and assassination, conducted by, for, or on behalf of foreign powers, organizations, or
persons; foreign computer intrusion; and other matters determined by the Attormey General,
consistent with Executive Order 12333 or any successor order.

Activities within the definition of “threat to (he national security” that are subjeci 1
investigation under these Guidelines commonly involve violations (or potential violations) of
federal criminal laws. Hence, investigations of such threats may constitute an exercise both of
the FBI's criminal investigation authority and of the FBI's authority to investigate threats to the
national security. As with criminal investigations generally, detecting and solving the crimes,
and eventually amresting and prosecuting the perpetrators, are likely to be among the objectives of
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These Guidelines accordingly provide standards and procedures for the FBI's foreign intelligence
collection activities that meet current needs and realities and optimize the FBI's ability to
discharge its foreign intelligence collection functions.

The authority to collect forcign intelligence extends the sphere of the FBI's information
gathering activities beyond federal crimes and threats to the national security, and permits the
FBI to seek information regarding a broader range of matters relating to foreign powers,
organizations, or persons that may be of interest to the conduct of the United States’ foreign
affairs. The FBI's role is central to the effective collection of foreign intelligence within the
United States because the authorized domestic activitics of other intelligence agencies are more
constrained than those of the FBI under applicable statutes and Executive Order 12333, In
collecting foreign intelligence, the FBI will generally be guided by nationally-determined
intelligence requirements, including the National Intelligence Prionities Framework and the
National HUMINT Collection Directives, or any successor directives issued under the authority
of the Director of National Intelligence (DNI). As provided in Part VILF of these Guidelines,
foreign intelligence requirements may also be established by the President or Intelligence
Community officials designated by the President, and by the Attomey General, the Deputy
Attorney General, or an official designated by the Attorney General.

The general guidance of the FBI's foreign intelligence collection activities by DNI-
authorized requirements does not, however, limit the FBI's authority to conduct investigations
supportable on the basis of its other authorities — to investigate federal crimes and threats to the
national security — in areas in which the information sought also falls under the definition of
foreign intelligence. The FBI conducts investigations of federal crimes and threats to the
national security based on priorities and strategic objectives set by the Department of Justice and
the FBI, independent of DNI-established foreign intelligence collection requirements.

Since the authority to collect foreign intelligence enables the FBI to obtain information
pertinent to the United States’ conduct of its forcign affairs, even if that information is not related
to criminal activity or threats to the national security, the information o gathered may concern
lawful activities. The FBI should accordingly operate openly and consensually with U.S. persons
to the extent practicable when collecting foreign intelligence that does not concern criminal
activities or threats to the national security.

B. THE FBI AS AN INTELLIGENCE AGENCY

The I'Bl is an intelligence agency as well as a law enforcement agency. Tis basic
functions accordmgly exiend beyond limited investigations of discrete matters, and include
broader analytic and planning functions. The FBI’s responsibilities in this area derive from
various administrative and statutory sources. See, e.g., E.O. 12333; 28 U.S.C. 532 note
(incorporating P.L. 108-458 §§ 2001-2003) and 534 note (incorporating P.L. 109-162 § 1107).
Enhancement of the FBI's intelligence analysis capabilities and functions has consistently been
recognized as a key priority in the legislative and administrative reform efforts following the
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September 11, 2001, terrorist attacks:

[Counterterrorism] strategy should . . . encompass specific efforts to , , . enhance the
depth and quality of domestic intelligence collection and analysis . . . . [TThe FBI should
strengthen and improve its domestic [intelligence] capability as fully and expeditiously as
possible by immediately instituting measures to . , . significantly improve strategic
analytical capabilities . . . . (Joint Inquiry into Intelligence Community Activities Before
and After the Terrorist Attacks of September 11, 2001, S. Rep. No. 351 & H.R. Rep. No.
792, 107th Cong., 2d Sess. 4-7 (2002) (errata print).)

A “smart” governmeni would iniegrate all sources of information to see the enemy as a
whale. Integrated all-source analysis should also inform and shape strategies to collect
more intelligence. . . . The importance of integrated, all-source analysis cannot be
overstated. Without it, it is not possible to “connect the dots.” (Final Report of the
National Commission on Terrorist Attacks Upon the United States 401, 408 (2004).)

Part IV of these Guidelings accordingly authorizes the FBI to engage in intelligence
analysis and planning, drawing on all lawful sources of information. The functions authorized
under that Part include: (i) development of overviews and analyses conceming threats to and
vulnerabilities of the United States and its interests, (i1) research and analysis to produce reports
and assessments concerning matters relevant to investigative activities or other authorized FBI
activitics, and (iii) the operation of intellipence systems that facilitate and support investipations
through the compilation and analysis of data and information on an ongoing basis.

C. OVERSIGHT

The activities authorized by these Guidelings must be conducted in a manner consistent
with all applicable laws, regulations, and policies, including those protecting privacy and civil
liberties. The Justice Department’s National Security Division and the FBI's Inspection
Division, Office of General Counsel, and Office of Integrity and Compliance, along with other
components, share the responsibility to ensure that the Department meets these goals with respect
to national security and forcign intelligence matters. In particular, the National Security
Division's Oversight Section, in conjunction with the FBI's Office of General Counsel, is
responsible for conducting regular reviews of all aspects of FBI national security and foreign
intelligence activities. These revicws, conducted at FBI field offices and headquarter units,
broadly examine such activities for compliance with these Guidelines and other applicable
requireinents.

Various features of these Guidelines facilitate the National Security Division’s oversight
functions. Relevant requirements and provisions include: (i) required notification by the FBI to
the National Security Division concerning full investigations that involve foreign intelligence
collection or investigation of United States persons in relation to threats of the national security,
(i1) annual reports by the FBI to the National Security Division concerning the FBI's foreign
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intelligence collection program, including information on the scope and nature of foreign
intelligence collection activities in each FBI field office, and (jii) access by the National Security
Division to information obtained by the FBI through national secunity or foreign intelligence
activities and general authority for the Assistant Attorney General for National Security to obtain
reports from the FBI concerning these activities.

Pursuant to these Guidelines, other Attomey General guidelines, and mstitutional
assignments of responsibility within the Justice Department, additional Department components
- including the Criminal Division, the United States Attorneys’ Offices, and the Office of
Privacy and Civil Liberties — are involved in the common endeavor with the FBI of ensuring that
the activities of all Department components arc lawful, appropriate, and ethical as well as
effective. Examples include the involvement of both FBI and prosecutorial personnel in the
review of undercover operations involving sensitive circumstances, notice requirements for
investigations involving sensitive investigative matters (as defined in Part VILN of these
Guidelines), and notice and oversight provisions for enterprise investigations, which may involve
a broad examination of groups implicated in the gravest criminal and national security threats.
These requirements and procedures help to ensure that the rule of law is respected in the
Department’s activities and that public confidence is maintained in these activities.
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GENERAL AUTHORITIES AND PRINCIPLES

SCOPE

These Guidelines apply to investigative activities conducted by the FBI within the United
States or outside the territories of all countries. They do not apply to investigative
activities of the FBI in foreign countries, which are governed by the Aftorney General's
Guidelines for Extraterritorial FBI Operations.

GENERAL AUTHORITIES

The FEI is authorized to conduct investigations to detect, obtain information
about, and prevent and protect against federal crimes and threats to the national
security and to collect foreign intelligence, as provided in Part Il of these
Guidelines.

The FBI is authorized to provide investigative assistance to other federal agencies,
state, local, or tribal agencies, and foreign agencics as provided in Part I of these
Guidclines.

The FBI is authorized to conduet intelligence analysis and planning as provided in
Part IV of these Guidelines.

The FBI is authorized to retain and share information obtained pursuant to these
Guidelines as provided in Part VI of these Guidelines.

USE OF AUTHORITIES AND METHODS

1.

Protection of the United States and Its People

The FBI shall fully utilize the authorities provided and the methods authorized by
these Guidelines to protect the United States and its people from crimes in
violation of federal law and threats to the national security, and to further the
foreign intelligence objectives of the United States.

Choice of Methods

a. The conduct of investigations and other activities authorized by these
Guidclines may present choices between the use of different investigative
methods that are each operationally sound and effective, but that are more
or less intrusive, considering such factors as the effect on the privacy and
civil liberties of individuals and potential damage to reputation. The least
intrusive method feasible is to be used in such situations. It is recognized,
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by the Director. If a departure is necessary without such prior approval because of
the immediacy or gravity of a threat to the safety of persons or property or to the
national security, the Director, the Deputy Director, or a designated Executive
Assistant Director shall be notified as soon thereafter as practicable. The FBI
shall provide timely written notice of departures from these Guidelines to the
Criminal Division and the National Security Division, and those divisions shall
notify the Attomey General and the Deputy Attorney General. Notwithstanding
this paragraph, all activities in all circumstances must be carried out in a manner
consistent with the Constitution and laws of the United States.

d. Other Activities Not Limited

These Guidelines apply lo FBI activities as provided herein and do not limit other
authorized activities of the FBI, such as the FBI's responsibilities to conduct
background checks and inquiries concerning applicants and employees under
federal personnel security programs, the FBI's maintenance and operation of
national criminal records systems and preparation of national crime statistics, and
the forensic assistance and administration functions of the FBI Lahoratory.
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Authorized Methods
Only the following methods may be used in assessmenls:
a. Obtain publicly available information.

b. Access and examine FBI and other Department of Justice records, and
obtain information from amy FBI or other Department of Justice personnel.

C. Access and examine records maintained by, and request information from,
other federal, state, local, or tribal, or forcign governmental entitics or
agencies.

d Use online services and resources (whether nonprofit or commercial).

& Use and recruit human sources in conformity with the Attorney General’s
Guidelines Regarding the Use of FBI Confidential Human Sources.

f. Interview or request information from members of the public and private
entities.

g Accept information voluntarily provided by governmental or private
entities. '

h. Engage in observation or surveillance not requiring a court order.

1, Grand jury subpoenas for telephone or electronic mail subscriber
information.

B. PREDICATED INVESTIGATIONS

Purposes

Predicated investigations may be carried out to detect, obtain information about,
or prevent or protect against federal crimes or threats to the national security or to
collect foreign intelligence.

Approval

The initiation of a predicated investigation requires supervisory approval at a level
or levels specified by FBI policy. A predicated investigation based on paragraph
3.c. (relating to foreign intelligence) must be approved by a Special Agent in
Charge or by an FBI Headquarters official as provided in such policy.
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4.

Circumstances Warranting Investigation

A predicated investigation may be initiated on the basis of any of the following
circumstances:

a. An activity constituting a federal crime or a threat to the national security
has or may have occurred, is or may be occurring, or will or may occur and
the investigation may obtain information relating to the activity or the
involvement or role of an individual, group, or organization in such
activity.

b. An individual, group, organization, entity, information, property, or
activity is or may be a target of attack, victimization, acquisition,
infiltration, or recruitment in connection with criminal activity in violation
of federal law or a threat to the national security and the investigation may
obtain information that would help to protect against such activity or
threat.

c. The investigation may obtain foreign intelligence that is responsive to a
foreign intelligence requirement.

Preliminary and Full Investigations

A predicated investigation relating to a federal crime or threat to the national
security may be conducted as a preliminary investigation or a full investigation. A

- predicated investigation that is based solely on the authority to collect foreign

intelligence may be conducted only as a full investigation.
a, Preliminary investigations
L Predication Required for Preliminary Investigations
A preliminary investigation may be initiated on the basis of
information or an allegation indicating the existence of a
circumstance described in paragraph 3.a.-.b.
il Duraiion of Preliminary Investigations
A preliminary investigation must be concluded within six months
of its initiation, which may be extended by up to six months by the

Special Agent in Charge. Extensions of preliminary investigations
beyond a year must be approved by FB1 Headquarters.
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d. The FBI shail notify the Deputy Attorney General if FBI Headquarters
disapproves a field office’s initiation of a predicated investigation relating
fo a threat to the national security on the ground that the predication for the
investigation is insufficicnl.

C, ENTERPRISE INVESTIGATIONS

Definition

A full investigation of a group or organization may be initiated as an enterprise
investigation if there is an articulable factual basis for the investigation that
reasonably indicates that the group or organization may have engaged or may be
engaged in, or may have or may be engaged in planning or preparation or
provision of support for:

a a pattern of racketeering activity as defined in 18 U.S.C. 1961(5);
b. international terrorism or other threat to the national sccurity;

o domestic terrorism as defined in 18 U.S.C. 2331(5) involving a violation
of federal criminal law;

d. furthering political or social goals wholly or in part through activities that
involve force or vielence and a violation of federal criminal law; or

c. an offense descrnibed in 18 U.8.C. 2332b(g)(5)(B) or 18 U.S.C. 43,
Scope

The information sought in an enterprise investigation may include a general
examination of the structure, scope, and nature of the group or organization
including;: its relationship, if any, to a foreign power; the identity and reiationship
of its members, employees, or other persons who may be acting in furtherance of
its objectives; its finances and resources; its geographical dimensions; and its past
and future activities and goals.

Notice and Reporting Requirements

a. The responsible Department of Justice component for the purpose of
notification and reports in enterprise investigations is the National Security
Division, except that, for the purpose of notifications and reports in an
enterprise investigation relating to a pattern of racketeering activity that
does not involve an offense or offenses described in 18 U.S.C.
2332b(g)(5)(B), the responsible Department of Justice component is the
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Organized Crime and Racketeering Section of the Criminal Division.

b. An IFBI field office shall notify FBI Headquarters of the initiation by the
field office of an enterprise investigation.

% The FBI shall notify the National Security Division or the Organized
Crime and Racketeering Section of the initiation of an enterprise
investigation, whether by a field office or by FBI Headquarters, and the
component so notified shall notify the Attorney General and the Deputy
Attorney General. The FBI shall also notify any relevant United States
Attorney's Office, excepl that any investigation within the scope of Part
VLD.1.d of these Guidelines (relating to counterintelligence
investigations) is to be treated as provided in that provision. Notifications
by the FBI under this subparagraph shall be provided as soon as
practicable, but no later than 30 days after the initiation of the
investigation.

d. The Assistant Attomey General for National Security or the Chief of the
Organized Crime and Racketeering Section, as appropriate, may at any
time request the FBI to provide a report on the status of an enterprise
investigation and the FBI will provide such reports as requested.
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secunty officers conducting investigations within the United States unless such
officers have provided prior notification to the Attomey General as required by 18
U.S.C.951.

The FBI may conduct background inquiries concerning consenting individuals
when requested by foreign government agencies.

The FBI may provide other material and technical assistance lo foreign
governments to the extent not otherwise prohibited by law.

E. APPLICABLE STANDARDS AND PROCEDURES

Authorized investigative assistance by the FBI to other agencies under this Part
includes joint operations and activities with such agencies.

All lawful methods may be used in investigative assistance activities under this
Part.

Where the methods used in investigative assistance activities under this Part go
beyond the methods authorized in assessments under Part 1. A 4 of these
Guidelines, the following apply:

a. Supervisory approval must be obtained for the activity at a level or levels
specified in FBI policy.

b. Notice must be provided conceming sensitive investigative matters in the
manner described in Part I.B.5.

c. A database or records system must be maintained that permits, with
respect to each such activity, the prompt retrieval of the status of the
activity (open or closed), the dates of opening and closing, and the basis
for the activity. This database or records system may be combined with
the database or records system for predicated investigations required by
Part VLA 2.
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Iv. ELL & PLANNING

The FBI is authorized to engage in analysis and planning. The FBI’s analytic activities
enable the FBI to identify and understand trends, causes, and potential indicia of eriminal activity
and other threats to the United States that would not be apparent from the investigation of
discrete matters alone. By means of intelligence analysis and strategic planning, the FBI can
more effectively discover crimes, threats to the national security, and other matters of national
intelligence interest and can provide the critical support needed for the effective discharge of its
investigative responsibilities and other authorized activities. For example, analysis of threats in
the context of special events management, concerning public events or activities that may be
targeted for terrorist attack, is an authorized activity under this Part.

In carrying out its intelligence fimctions under this Part, the FBI is authorized to draw on
all lawful sources of information, including but not limited to the results of investigative
activities under these Guidelines. Investigative activities under these Guidelines and other
legally authorized activities through which the FBI acquires information, data, or intelligence
may properly be utilized, structured, and prioritized so as to support and effectuate the FBI's
intelligence mission. The remainder of this Part provides further specification concerning
activities and functions authorized as part of that mission.

A, STRATEGIC INTELLIGENCE ANALYSIS

The FBI is authorized to develop overviews and analyses of threats to and vulnerabilities
of the United States and its interests in areas related to the FBI's responsibilities,
including domestic and international ¢riminal threats and activities, domestic and
international activities, circumstances, and developments affecting the national security;
and matters relevant to the conduct of the United States” foreign affairs. The overviews
and analyses prepared under this Subpart may encompass present, emergent, and potential
threats and vulnerabilities, their contexts and causes, and identification and analysis of
means of responding to them.

B, REPORTS AND ASSESSMENTS GENERALLY

The FBI is authorized to conduct research, analyze information, and prepare reports and
asscssments concerning matters relevant to authorized FBI activities, such as reports and
assessments concerning: types of criminals or criminal activities; organized crime groups;
terrorism, espionage, or other threats to the national security; foreign intelligence matters;
or the scope and nature of criminal activity in particular geographic areas or scctors of the
economy.

c. INTELLIGENCE SYSTEMS
The FBI is authorized to operate intelligence, identification, tracking, and information
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systems in support of authorized investigative activities, or for such other or additional
purposes as may be legally authorized, such as intelligence and tracking systems relating
10 terrorists, gangs, or organized crime groups.
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10.

11.

12.

13.

other subpoenas, National Security Letters (15 U.S.C. 1681u, 1681v; 18 U.S.C.
2709; 12 U.S.C. 3414(a)(5)(A); 50 U.S.C. 436), and Foreign Intelligence
Surveillance Act orders for the production of tangible things (50 U.S.C. 1861-63}.

Accessing stored wire and electronic communications and transactional records in
conformity with chapter 121 of title 18, United States Code (18 U.S.C. 2701-
2712).

Use of pen registers and trap and trace devices in conformity with chapter 206 of
title 18, United States Code (18 U.S.C. 3121-3127), or the Foreign Intelligence
Surveillance Act (50 U.S.C. 1841-1846).

Electronic surveillance in conformity with chapter 119 of title 18, United States
Caode (18 U.S.C. 2510-2522), the Foreign Intelligence Surveillance Act, or
Executive Order 12333 § 2.5.

Physical scarches, including mail openings, in conformity with Rule 41 of the
Federal Rules of Criminal Procedure, the Foreign Intelligence Surveillance Act, or
Executive Order 12333 § 2.5. A classified directive provides additional limitation
on certain searches.

Acquisition of foreign intelligence information in conformity with title VII of the
Foreign Intelligence Surveillance Act.

SPECIAL REQUIREMENTS

Beyond the limitations noted in the list above relating to particular investigative methods,
the following requirements are to be observed:

Contacts with Represented Persons

Contact with represented persons may implicate legal resirictions and affeci the
admissibility of resulting evidence. Hence, if an individual is known to be
represented by counsel in a particular matter, the FBI will follow applicable law
and Department procedure concerning contact with represented individuals in the
absence of prior notice to counsel. The Special Agent in Charge and the United
States Attomey or their designees shall consult periodically on applicable law and
Department procedurs. Whers issues arize conceming the consistency of contacts
with represented persons with applicable attorney conduet rules, the United States
Attomey’s Office should consult with the Professional Responsibility Advisory
Office.
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V1. RETENTION AND SHARING OF INFORMATION

A, RETENTION OF INFORMATION

L

The FBI shall retain records relating to activities under these Guidelines in
accordance with a records retention plan approved by the National Archives and
Records Administration.

The FBI shall maintain a database or records system that permits, with respect to
cach predicated investigation, the prompt retrieval of the status of the
investigation (open or closed), the dates of opening and closing, and the basis for
the investigation.

B. INFORMATION SHARING GENERALLY

1.

Permissive Sharing

Consistent with Jaw and with any applicable agreements or understandings with
other agencies concerning the dissemination of information they have provided,
the FBI may disseminate information obtained or produced through activities
under these Guidelines:

a within the FBI and to other components of the Department of Justice;

b. to other federal, state, local, or tribal agencies if related to their
responsibilities and, in relation to other Intelligence Community agencies,
the determination whether the information is related to the recipient’s
responsibilities may be lefi to the recipient;

c. to congressional commitices as authorized by the Department of Justice
Office of Legislative Affairs;

d. to foreign agencies if the information is related to their responsibilitics and
the dissemination is consistent with the interests of the United States
(including national security interests) and the FBI has considered the effect
such dissemination may reasonably be expected to have on any identifiable
United States petson;

e. if the information is publicly available, does not identify United States
persons, or is disseminated with the consent of the person whom it
concems;

. if the dissemination is necessary to protect the safety or security of persons
Or property, to protecl against or prevent a crime or threat to the national
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3. Reporting of Criminal Activity

a. ‘When it appears that an FBI agent or employee has engaged in criminai
activity in the course of an investigation under these Guidelines, the FBI
shall notify the United States Attomey’s Office or an appropriate
Department of Justice Division. When it appears that a human source has
engaged in criminal activity in the course of an investigation under these
Guidelines, the FBI shall proceed as provided in the Attorney General’s
Guidelines Regarding the Use of FBI Confidential Human Sources. When
information concerning possible criminal activity by any other person
appears in the course of an investigation under these Guidelines, the FBI
shall initiate an investigation of the criminal activity if warranted, and
shall proceed as provided in paragraph 1, or 2.

b. The reporting requirements under this paragraph relating to criminal
activity by FBI agents or employees or human sources do not apply to
otherwise illegal activity that is authorized in conformity with these
Guidelines or other Attorney General guidelines or to minor traffic
offenses.

INFORMATION RELATING TO NATIONAL SECURITY AND FOREIGN
INTELLIGENCE MATTERS

The general principle reflected in current laws and policies is that there is a responsibility
to provide information as consistently and fully as possible to agencies with relevant
responsibilities to protect the United States and its people from terrorism and other threats
to the national security, except as limited by specific constraints on such sharing. The
FBI's responsibilities in this area include carrying out the requirements of the
Memorandum of Understanding Between the Intelligence Community, Federal Law
Enforcement Agencies, and the Department of Homeland Security Conceming
Information Sharing (March 4, 2003), or any successor memorandum of understanding or
agreement. Specific requirements also exist for internal coordination and consultation
with other Department of Justice components, and for provision of national security and
foreign intelligence information to White House agencies, as provided in the ensuing
paragraphs.

1. Department of Justice

a. The National Security Division shall have access to all mformation
obtained by the FBI through activities relating to threats to the national
security or foreign intelligence. The Director of the FBI and the Assistant
Attorney General for National Security shall consult conceming these
activities whenever requested by either of them, and the FBI shall provide
such reports and information concerning these activities as the Assistant
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notified of such consultation as soon as practical after the
consultation.

Information shared with a United States Attorney’s Office pursuant to
subparagraph c. or d. shall be disclosed only to the United States Allorney
or any Assistant United States Attorneys designated by the United States
Attorney as points of contact to receive such information. The United
States Attorneys and designated Assistant United States Attorneys shall
have appropriate security clearances and shall receive training in the
handling of classified information and information derived from the
Foreign Intelligence Surveillance Act, including training concerning the
secure handling and storage of such information and training concerning
requirements and limitations relating to the use, retention, and
dissemination of such information.

The disclosure and sharing of information by the FBI under this paragraph
is subject to any limitations required in orders issued by the Foreign
Intelligence Surveillance Court, controls imposed by the originators of
sensitive material, and restrictions established by the Attorney General or
the Deputy Attorney General in particular cases. The disclosure and
sharing of information by the FBI under this paragraph that may disclose
the identity of human sources is governed by the relevant provisions of the
Attorney General’s Guidelines Regarding the Use of FBI Confidential
Human Sources,

r White House

In order to carry out their responsibilities, the President, the Vice President, the
Assistant to the President for National Security Affairs, the Assistant to the
President for Homeland Security Affairs, the National Security Council and its
staff, the Homeland Security Council and its staff, and other White House
officials and offices require information from all federal agencies, including
foreign intelligence, and information relating to intermational terrorism and other
threats to the national security. The FBI accordingly may disseminate to the
White House foreign intelligence and national security information obtained
through activities under these Guidelines, subject to the following standards and
procedures;

Requests to the FBI for such information from the White House shall be
made through the National Security Council staff or Homeland Security

Council staff including, but not limited to, the National Security Council
Legal and Intelligence Directorates and Office of Combating Terronsm,

or through the President’s Intelligence Advisory Board or the Counsel to
the President.
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b. Compromising information concerning domestic officials or political
organizations, or information concerning activities of United States
persons intended to affect the political process in the United States, may
be disseminated to the White House only with the approval of the Attomey
General, based on a determination that such dissemination is needed for
foreign intelligence purposes, for the purpose of protecting against
international terrorism or other threats to the national security, or for the
conduct of foreign affairs. However, such approval is not required for
dissemination to the White House of information concerning efforts of
foreign intelligence services to penetrate the White House, or conceming
contacts by White House personnel with foreign intelligence service
personnel,

c. Examples of types of information that are suitable for dissemination to the
White House on a routine basis include, but are not limited to:

i. information concerning international terrorism;

it information concerning activities of foreign intelligence services in
the United States;

fii. information indicative of imminent hostilities involving any
foreign power,

iv. information concerning potential cyber threats to the United States
or its allies;

V. information indicative of policy positions adopted by foreign
officials, governments, or powers, or their reactions to United
States foreign policy initiatives;

vi. information relating to possible changes in leadership positions of
foreign governments, parties, factions, or powers;

vii,  information concerning foreign economic or foreign political
matters that might have national security ramifications; and

vili.  information set forth in regularly published national intelligence
requirements.

d. Communications by the FBI to the White House that relate to a national

security matter and concern & litigation issue for a specific pending case
must be made known to the Office of the Attorney General, the Office of
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the Deputy Attorney General, or the Office of the Associate Aftoarmney
General. White House policy may specially limit or prescribe the White
House personnel who may request information concerning such issues
from the FBL

The limitations on dissemination of information by the FBI to the White
House under these Guidelines do not apply to dissemination to the White
House of information acquired in the course of an FBI investigation
requested by the White House into the background of a potential employee
or appointee, or responses to requests from the White House under
Executive Order 10450,

3. Special Statutory Requirements

a.

Dissemination of information acquired under the Foreign Intelligence
Surveillance Act is, to the extent provided in that Act, subject to
minimization procedures and other requirements specified in that Act.

Information obtained through the use of National Security Letters under 15
U.S.C. 1681v may be disseminated in conformity with the general
standards of this Part. Information obtained through the use of National
Security Letters under other statutes may be disseminated in conformity
with the general standards of this Part, subject to any applicable limitations
in their governing statutory provisions: 12 U.S.C. 3414(a)(5)(B); 15
U.S.C. 1681u(f); 18 U.8.C. 2709(d); 50 U.S.C. 436(e).
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V. USE: when used with respect to human sources, means obtaining information from,
tasking, or otherwise operating such sources.

Date: _,_7/"{’ f’jﬂg

Attorney General



